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Laurence Brewer <laurence.brewer@nara.gov>

Fwd: Response from State Dept

6 messages

Paul Wester <paul.wester@nara.gov> Mon, Apr 27, 2015 at 5:21 PM

To: "Stern, GaryM" <garym.stem@nara.gov>, "Brewer, Laurence" <laurence. brewer@nara.gov>

FYI
| have not responded yet, but | will tomorrow.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

Forwarded message ————
. From: Patrice McDermott <pmcdermott@openthegovernment.org>
Date: Mon, Apr 27, 2015 at 3:05 PM ‘
Subject: Response from State Dept
To: Paul Wester <paul.wester@nara.gov>
Cc: Abby Paulson <apaulson@openthegovernmerit.org>, "Kathenne R. Hawkins"
< khawkms@op@nth@govemment org>

Paul,

We are curious if NARA finds the April 2, 2015 letter/attachments to yvou from Margaret Grafeld responsive
to your 3 March 2015 letter?

Tharks.
Patrice

Patrice McDermott, Executive Director
OpenTheGovernment.org

202.332.6736
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Paul Wester <paul.wester@nara.gov> Wed, Apr 29, 2015 at 3:43 PM
To: Patrice McDermott <pmedermott@openthegovernment.org>

Cc: Abby Paulson <apaulson@openthegovemment.org>, "Katherine R. Hawkins"
<khawkins@openthegovernment. org>, "Brewer, Laurence" <laurence.brewer@nara.gov>, "Stem, GaryM"
<garym.stem@nara.gov>

Hi Patrice,
Thanks for your note. My apologies for not responding sooner. Things are pretty hectic, as you might imagine.

We are still reviewing the letter and its attachments, and discussing their response intemally and seeking
clarification and understanding of issues within the materials sent by State. Throughout this process State has -
been very cooperative. |t is probably another couple of weeks until our analysis and our response will be
complete.

I am on travel right now, but let me know if you need more information or would like to catch up in the next
couple of weeks, ' '

1 heard from Meg and others this moming that we have another public interest group meeting coming up in early -
June ... and we will see you at the Capstone public meeting on May 21st, too.

Thanks again for your note and your continuing interest in our work, and this issue in particular.
Have a great afternoon.

Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Govemment

National Archives and Records Administration

301-837-3120

On Mon, Apr 27, 2015 at 3:05 PM, Patrice McDermott <pmcdemott@openthegovemment.org> wrote:
Paul, ' -

We are curious if NARA finds the April 2, 2015 letter/attachments to you from Margaret Grafeld responsive
to your 3 March 2015 letter?

Thanks.
Patrice

- Patrice McDermott, Executive Director
OpenTheGovernmeant.org

202.332.6736
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Patrice McDermoft <pmcdermott@openthegovernment.org> Wed, Apr 29, 2015 at 3:44 PM
To: Paul Wester <paul.wester@nara.gov>

Cc: Abby Paulson <apaulson@openthegovemment.org>, "Katherine R. Hawkins"
<khawkins@openthegovernment.org>, "Brewer, Laurence” <laurence.brewer@nara.gov>, "Stern, GaryM"
<garym.stern@nara.gov>

Thanks, Paul. That is good to know.
Yes, | will be at both those.

Patrice
CpentheGovernment.org

202.332.6736

From: Paul Wester [mailto:paul.wester@nara.gov].

Sent: Wednesday, April 28, 2015 3:43 PM

To: Patrice McDermott

Cc: Abby Paulson; Katherine R, Hawkins; Brewer, Laurence; Stern, GaryM
Subject: Re: Response from State Dept

[Quoted text hidden]

Patrice McDermott <pmcdermott@openthegovernment.org> Tue, Jun 30, 2015 at 10:11 AM
To: Paul Wester <paul. wester@nara.gov> '

Cc: Abby Paulson <apaulson@openthegovernment.org>, "Katherine R. Hawkins" '
<khawkins@openthegovernment.org>, "Brewer, Laurence" <laurence.brewer@nara.gov>, "Stern, GaryM"
<garym.stem@nara.gov>

Paul,

Any developments? Getting calls from reporters because of the recent reports about the 15 missing e-
mails....

Thanks.

Patrice

- OpenTheGovernment.org
000118
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Fromi: Paul Wester [ mailo: paul wester@nara.gov]

Sent: Wednesday, April 29, 2015 3:43 PM

To: Patrice McDermott

Cc: Abby Paulson; Katherine R. Hawkins; Brewer, Laurence; Stern, GaryM
Subject: Re: Response from State Dept

Hi Patrice,

{Quoted text hidden]
[Quoted text hidden]

Paul Wester <paul. wester@nara.gov> Tue, Jun 30, 2015 at 10:30 AM
To: Patrice McDermott <pmecdermoti@openthegovernment.org>

Cc: Abby Pailson <apaulson@openthegovernment.org>, "Katherine R. Hawkins"
<khawkins@openthegovernment.org>, "Brewer, Laurence" <laurence.brewer@nara.gov=>, "Stem, GaryM"
<garym.stem@nara.gov>

Patrice;
Thanks for your message.

There are no new developments, but the State Department has been in touch with me about the news reports
from last week. They are following up on them. | expect State and NARA wili work through these issues as
we've worked through the basic issues since the original press reports surfaced in early March.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

[Quoted text hidden}

Patrice McDermott <pmcdermott@openthegovemment,org> Tue, Jun 30, 2015 at 10:40 AM
To: Paul Wester <paul.wester@nara.gov>

Cc: Abby Paulson <apaulson@openthegovernnment.org>, "Katherine R. Hawkins"
<khawkins@openthegovernment.org>, "Brewer, Laurence” <laurence.brewer@nara.gov>, "Stern, GaryM"
<garym.stem@nara.gov>

Okay.

Patrice
OpenTheGovernment.org

202.332.6736
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From: Paul Wester [mailto: paul wester@nara.gov]
Sent: Tuesday, June 30, 201510:30 AM

[Quoted text hidden]

TQuoted text hidden]
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Response Letter.pdf
UNDER SECRETARY OF STATE:

- FOR MANAGEMENT

DeapMr. Epstein and MY, MeDermott:

‘The Secretary hiag ssked me to respond:to your March 17 Ietterraising the concertis.of
e cﬂlleacue orgamzatmfxs am% .pen thies C%eavemmem 1 assure you tha ﬂm}}epartm@m‘

Spﬂnse te NAMS March 3 carrespan e:nce, a copy ef wi

prqwded asz,a,n a;ttachn ryourinformation

] ssiieg of concern o yourselves znd the
esented' in yow March 17 ltter and assure you that we are contl aany
working 1o improve aur recordkeeping practices. :

Sincerely,

Aftachment: Ag stated

Mr. Daniel Epstein, Exeentive Director,
Cause-of Action

¢4

Patrice McDaxmott Exaf:uiiva ixmctor,- ,
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Unitel States Depant

Washington;

Paul M. Wester; Jr.
Cﬁ?ef‘ B:ecords Gffi cer fﬁf tﬁe Us. Gmfer gt : APR 9 208

_Sﬁliﬁéeip&i Rcad _
Cﬁiiege Park, MQQ{;) i

:afﬁﬁezmgarﬁmg the ?edefai esﬁéﬁi mrd
a& of farmer Secretaries Rice, Powell, and

_éfectmnic wmrésmaaagament jssues w?th which yﬁu;are éeep!y familiars
-for the Federal Governmisnt.

ngforier Ségretary’ (see attac%zmmts 47 )
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their possession, such as emails sent or received on a personal email account, if there was reason to
believe the records may not otherwise be captured in the Department’s recordkeeping system. (The
Department'fullv recognizes the uniqueness and value of the Secretary of State’s records collection, as
well as the importance of maintaining it as block files “all together in one group” as provided in our
authorized disposition schedules.) At the time the Department sent the letters, it was aware that
Secretaries Clinton and Powell had used non-government accounts during their tenures, but the degree
to which records were captured in the Department’s systems was unknown.

In December 2014, former Secretary Clinton's representatives provided approximately 55,000 pages of
emails that they determined to be potentially responsive to the Department’s request (see attachment
8). These emalls are being reviewed under the Freedom of Information Act and the releasable
documents will be made publicly available online by the Department.

Also, last December, former Secretary Rice’s representative advised that Secretary Rice did not use a
personal email account for official business. In March 2015, former Secretary Powell’s representative
advised that white former Secretary Powell used a personal email account during his tenure as Secretary
of State, he did not retain those emails or make printed copies. In March 2015, former Secretary
Albright advised the Department of State that she never used a U.S. Government email or personal
email account during her tenure as Secretary of State, and did not have a personal email account until
after she left government service. -

Finally, recognizing the importance of, as well as the resource challenges involved in, putting the
principles of records’ preservation, management, and transparency into practice, Secretary Kerry has
asked the Department’s Inspector General to review and make recommendations for improving the
Department’s recordkeeping and FOIA practices {see attachment 9). Informed by this review and in
consultation and coordination with your leadership, we will continue to work through the complicated
electronic records issues consistent with the President's initiative and statutory mandates. These efforts
will be addressed in future reporting consistent with our mutuat cooperation and resolution.

With continued best regards,

s

Margaret P. Grafeld

Deputy Assistant Secretary for Global Information Services
Bureau of Administration '

U.S. Department of State
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_United Sta epartment of State

Under Secretary of State
Jor Management

Washington, D.C. 20520
NCLASSIFIED A6 28 201

MEMORANDUM TO: The Office of the Secretary

The Office of Deputy Secretary Burns

The Office of Deputy Secretary for Management and
Resources Higginbottom

The Director of Foreign Assistance

All Under Secretaries

C- The Office of the Counselor

All Assistant Secretaries

L — The Office of the Legal Advisor

S/CPR - Peter Selfridge

S/P — David McKean

All Special Representatives and Special Envoys

cc: Executive Directors

: -
From: M - Patrick F. Kennedy (\7@
SUBJECT: Senior Officials’ Records Management Responsibilities

Senior officials are responsible for creating records necessary to document

their activities and for the proper management and preservation of their records

‘{see Tab 1 for the list of Senior Officials to which this memorandum is directed).
These responsibilities-are applicable to all records made or received in the conduct
of agency business regardless of physical format or media. While all Department
employees are to preserve records meeting the definition of a record under the
Federal Records Act, see 3 FAM 414.8, senior officials® records are generally the
most imporlant documents created within the Department and are some of the most
vaiued documents archived at the National Archives and Records Administration
(NARA). Proper records management ensures statutory and regulatory
compliance, preserves the rights of the government and citizens, supporis better
decision meking, safeguards vital records, preserves organizational memosy,
minimizes litigation risk (ensuring systematic, documented, and routine disposal of
records), and reduces operating costs through conirol over the lifecycle of the
records.

UNCLASSIFIED
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UNCLASSIFIED
—

Specifically, senior officials must create records necessary to document their
activities and actions taken on behalf of the Department. A records custodian must
be identified who can manage a particular senior official’s records in support of
proper records lifecycle management, including appropriate access. Departing or
transferring Senior Officials must idestify their records prior to departure or
transfer. Departing Senior Officials are reminded they may take with them only
personal papers and non-record materials, subject to review by records officers to
ensure compliance with federal records laws and regulations. All records
generated by Senior Officials belong to the Department of State.

Defining and Macaging Records

Records may exist in many formats, including Instant Messages (IM) and
records on mobile devices like BiackBemies, mobile phones, and iPads. Typical
records created by Senior Officials include not only e-mails, memos, and similar
documents, but also calendars, schedules, and lops of daily activities.
Additionally, Senior Official records should include the following:

e Records pertaining to various commitiees, including Federal Advisory
Boards, councils, and inter-agency and external committees in which the
Senior Official participated. '

» Materials relating to internal and external meetings, including briefing
documents, minutes, and meeting notes,

e Records documenting the development of Department policies and
programs, including correspondence, briefing and issue papers, and reports
about policy, strategy, research and legislative priorities, program evaluation
and planning, and similar topics.

* Reports to Congress and/or the President.

To establish a sound records management program, Senior Officials should, at
minimum, take the following steps:
o Designate a records manager responsible for their records.
- ¢ Follow established records disposition schedules, which set out the

applicable records retention and disposition requirements,

e Establish a plan for maintaining and managing their records.

s Collect, organize, and categorize their records in order to facilitate their
preservation, retrieval, use, and disposition.

Specific Email i te 8 nres

UNCLASSIFIED
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UNCLASSIFIED
-3.

E-mail is the most widely-used tool within the Department for the conduct
of official business. The Department generates millions of e-mail communications
each year, many of which document significant foreign policy and Department
business decisions. The standard for determining whether an e-mail message
meets the definition of a “record” under the Federal Records Act is the same
standard that applies to all other types of Department records (S FAM 443.2 — see

Tab 2).

As a supplement to existing policy, and consistent with the policy in place
since 2009, it is important to capture electronically the e-mail accounts of the
senior officials listed in Tab 1 as they depart their positions. Instructions for senior
officials are provided (see Tab3).

At no time during designated senior officials’ tenure will their e-mail
accounts be cleared, deleted, or wiped for any reason.

While senior officials may delete personal e-mails, they should be aware

that the definition of a personal e-mail is very narrow. The only e-mails
that are personal are those thatdonotrelateworaffectthe transaction of
Government business.

As a general matter, to ensure a complete reoord of their activities, senior
officials should not use their private e-mail accounts (e.g., Gmail) for
official business. If a senior official uses his or her private e-mail
account for the conduct of official business, she or he must ensnre that
records pertaining to official business that are sent from or received on
such e-mail account are captured and maintained. The best way to ensure
this is to forward incoming e-mails received on a private account to the
senior official’s State account and copy outgoing messages to their State
account.

Visit the Department’s Records Management website for more information.

Attachments:
Tab 1 — List of Designated Senior Official Positions
Tab 2 - 5 FAM 443.2 (Which E-mail Messages Are Records)
Tab 3 ~ Instructions for Preserving E-mail of Departing Senior Officials

UNCLASSIFIED
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DRAFT: Designated Senior Official Positions — March 5, 2014

-*Theposiﬁonsidenﬁﬁedbe!owmﬁectNARAgddmeemsaﬁsfytherdemd' ial Directive on
retaining Email for Senior Officials. The Electronic Records Management Working Group will -
subsequently address the companion NARA guidance for retaining all other Email.

Secretary of State

Deputy Secretary

Under Secretary
Assistams_ecnmy(AS)

Regional Deputy Assistant Secretary
PnnclpalDeputyAssismtSeeretnry
(PDAS)

Chief of Staff
Deputy Chief of Staff

Assistant Chief of Protocol
Deputy Chief of Protocol

Compholler

Special Assistant to the Legal Adviser
Principal Deputy Legal Adviser
Inspector General

Deputy Inspector General

Counse! to the Inspector General
Geographer

Accountability Review Board Members
Senior Advisers to the Principals
Ambassador

Ambassador-At-Large
Chief of Mission
Charges d’ Affaires
Charges d* Affaires ad interim
Consuls General

Consuls
Principal Officer of U.S. Interest
Sections

Deputy Chief of Mission

Deputy to the Ambassador-At-Large
Deputy Principal Officers
Assistant Chiefs of Mission

Special Envoy

Deputy Special Envoy

Special Representative
mmsmmkemmme
United States Representative
United SmasDaputyRspmemaﬂve
Altesrnate Representative

AH individusls formally designated (i.e.
by memorandum) as “Acting” inthe
above listed positions

e & 0 o & 0 & o 8 O

EEEREREEREEEEREEERER]

» Applicable Special Assistants and Staff’
Assmwtheabwelmdpmm
when they receive and respond to emails
on the Senfor Official’s behalf

+3Beyond this list, Bureaus may determine at an
office level which individual positions would be
considered “Designated Senior Official
Positions” for the purposes of email
preservation.
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5 FAM 440
ELECTRONIC RECORDS, FACSIMILE
RECORDS, AND ELECTRONIC MAIL RECORDS

(CT:iM-126; 02-28-2012)
(Office of Origin: A/GIS/IPS)

5 FAM 441 ELECTRONIC RECORDS MANAGEMENT
(TL:IM-19; 10-30-1995)
These requirements apply to all electronic records systems: microcomputers;

minicomputers; and rmainframe computers in networks or stand-alone
configurations, regardiess of storage media.

2. Electronic Data files.

(1) Those employees who are responsible for designing electronic records
systems that produce, use, or store data files, shall incorporate
disposition instructions for the data into the design plan.

(2) System Administrators must maintain adequate and current technical
documentation for electronic records systems that preduce, use, or store
data files. At a minimum, include;

(a) a narrative description of the system (overview);

(b) a records layout that describes each field, its name, size, starting or
relative position;

{c) a description of the form of the data (e.g., aiphabetic, zoned :
decimal, packed decimal or numeric) or a data dictionary. Include
the equivalent information and a description of the relationship
between data eiements in the data bases when associated with a
data base management system; and

(d) any other technical information needed to read or process the
records.

(3) Electronic data bases that support administrative or housekeeping
functions and contain information derived from hard copy records
authorized for disposal may be deleted If the hard copy records are
maintained in official files.

(4) Data in electronic form that Is not preserved In officlal hard copy files or
supports the primary program or mission of an office, even If preserved In
official hard copy files, may not be deleted or destroyed except through
authorities granted as prescribed in sections h, and §. below.

mhtmisfite://HAERecords\S FAM 440 Records Management - Electronic Records.mht 82572014
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b. Documents.

(1) Electronic records systems that maintain the official file coples of
documents shall provide a capabliity for the disposition of the
documents. This includes the requirements for transferring permanent
records to the National Archives, when necessary.

(2) Electronic records systems that maintain the official file copy of
documents shall identify each document sufficiently to enable authorized
personnel to retrieve, protect, and carry out the disposition of documents
in the system. Appropriate identifying Information may include: office of
origin, TAGS/Terms, subject line, addressee (If any), signatory, author,
date, security classification, and authorized disposition.

(3) Electronic records systems that maintain the official fite copy of
documents shall provide sufficient security to ensure document lntegrlty

(4) Documents such as letters, messages, memorandums, reports,
handbooks, directives, and manuals recorded on electronic media may be
deleted if the hard copy record is maintained In official files.

(5) Documents such as letters, messages, memorandums, reports,
handbooks, directives, and manuals recorded and preserved on electronic
media as the official file copy shall be deleted in accordance with ,
authorized disposition authorities for the equivalent hard copy. If the
authority does not exist, the documents in electronic form may not be
deleted or destroyed except through authorities granted as prescrlbed In
sactions h. and j. below.

¢, Spreadshests.

(1) Spreadsheets recorded on electronic media may be deleted when no
longer needed to update or produce hard copy If the hard copy record Is
maintained in officlal files.

(2) Spreadsheets recorded and preserved on electronic media shall be
deleted in accordance with authorized disposition authorities for the
equlvalent hard copy.

d. Electronic racords are acceptable as evidence in federal courts, Rule 803 (6),
Federal Rules of Evidence, has been interpreted to include computer records.
Further under Rule 1006, summary electronic records may be provided to limit
the quantity of information considered during judicial proceedings. The courts
must believe that records admitted before it are “trustworthy” that Is, they
must clearly and accurately relate the facts as orlglnallv presented or in
summary form.

e, Administrators of electronic records systems shall ensure that only authorized
personnel have access to electronic records,

f. Administrators of electronic records systems shall provide for the backup and
recovery of records.

mbtmi:file:/H:\ERecords\S FAM 440 Records Management - Electronic Recordsmbt ~ 8/25/2014
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g. Administrators of electronic records systems shall make certain that storage
media meet applicable requirements prescribed in 36 CFR 1234.28. These
m:!rgments areze;lgo contained in FIRMR Bulletin B-1 and are discussed in the

r 3 FAH-4 H-210 .

h. Retention of electronic records.,

(1) The information in electronic records systems and related documentation
and indexes must be scheduled for disposition no later than one year
after the implementation of the system.

(2) Procedures must be established for systemétlcally backing up, copying,
reformatting, and providing other necessary maintenance for the
:-etenﬁon and usabliity of electronic records throughout their prescribed
Ife cycles.

I. Destruction of electronic records.

(1) Electronic records may be destroyed only in accordance with a records
disposition authority approved by the Archivist of the United States, This
authority is obtained through the Records Management Branch
(OIS/RA/RD).

(2) This process is exclusive, and records of the United States Govemmeﬁt,
Including electronic records, may not be alienated or destroyed except
through this process.

(3) Electronic records scheduled for destruction must be disposed of in a
manner that ensures protection of any sensitive, proprietary or natlonai
_security information. Magnetic recording media are not to be reused If
the previously recorded information can be compremised in any way.
Refer to 12 FAM for requirements regarding the security of magnetic
media.

j. All automated information systems (AIS) or facsimile machines used to process
or store electronic records must oomply with the security regulations contained
in 12 FAM.

5 FAM 442 FACSIMILE RECORDS
(TL:IM-19; 10-30-1995)

The use of facsimile (FAX) equipment in appropriate and cost-effective
clrcumstances is encouraged in the Department. Facsimile transmissions have the
same potential to be Federal records as any other documentary materials received
in Federal offices. The method of transmitting a document does not relieve
sending or recelving offices of the responsibility for adequately and properly

- documeriting officlal actions and activities and for ensuring the integrity of

records. See the RMH, 5 FAH-4 , for more guidance on facsimile records. See 5
EAM 561 for poiicies on FAX transmissions, including use of secure FAX equipment
and using FAX equipment to send correspondence to members of Congress.

mhtml:file://H\ERecords\S FAM 440 Records Management - Electronic Records.mht - 812572014
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5 FAM 442.1 Facsimile Label
(TL:IM-19; 10-30-1995)

The Records Management Branch (OISIRAIRD) has designed a facsimile
transmission label (Form DS-1905), to be affixed to facsimile equipment. The
label serves as a reminder to users of the responsibliity to file record copies of
facsimiies and to photocopy record coples of thermat paper facsimiles ento plain
paper for filing. The labels are available from OIS/RA/RD.

5 FAM 442.2 FAX Transmittal Forms
(TL:IM-18; 10-30-1995)

a. Form DS-1830, Unclassified Facsimile Transmittal Cover Sheet, and Form DS-
1890-A, Classified Facsimile Transmittal Cover Sheet, are Department forms
that are availabie for use in transmitting documents, Their use is not
mandatory. These forms are available on the INFOFORMS disk, which is part of
the Department’s INFOEXPRESS application. At a minimum, the transmittal
form which Is used by an office, should contain the following information:

—date of transmittal

~—gending and receiving office information {(symbol, name, volice & fax
telephone numbers)

—subject information, including TAGSlTerms to help properly file the
documents

—any . comments regarding the transmission
—appropriate security classification, when using a secure fax machine.

b. Transmittal cover sheets contalning substantive comments are to be filed with
related record material. Those contalning informal messages can be desh'oyed
upon receipt or when no longer needed.

5 FAM 443 ELECTRONIC MAIL (E-MAIL)
RECORDS

5 FAM 443.1 Prim:nples Governing E-Mail
Communications
(TL:IM-19; 10-30-1995)

a. All Government employees and contractors are required by faw to make and
preserve records contalning adequate and proper documentation of the
organization, functions, policies, decislons, procedures, and essentiai
transactions of the agency (Federal Records Act, or “FRA,” 44 1),8.C, 3101 et

mbtmi:ile/H:\ERecordshs FAM 440 Records Menagement - Electronic Records.mht 82512014
| 000131



5 FAM 440 Records Management - Electronic Records : Reagepsed etter.pdf

seq). In addition, Federal regulations govern the life cycle of these records: th
must be properly stored and preserved, avallable for retrieval, and suhject to

appropriate approved disposition schedules.

b. As the Department's information modemization program goes forward, new
forms of electronic communications have become increasingly available within
the Department and between the Department and overseas posts. One
example of the improvements that modemization has brought is the automatic
electronic preservation of departmental telegrams. Employees are reminded
that under current policy departmental telegrams should be used to convey
policy decisions or instructions to or from posts, to commit or request the
commitment of resources to or from posts, or for officlal reporting by posts.

¢. Ancther important modern improvement is the ease of communication now
afforded to the Department world-wide through the use of E-mail. Empioyees
are encouraged to use E-malil because it is a cost-efficient communications
tool. All employees must be aware that some of the variety of the messages
being exchanged on E-mall are important to the Department and must be
preserved; such messages are considered Federal records under the law, The
foliowing guidance is designed to help employees determine which of their E-
mail messages must be preserved as Federal records and which may be
deleted without further authorization because they are not Federal record
materfals,

5 FAM 443.2 Which E-Mail Messages are Records

(TL:IM-19; 10-30-1995)

a. E-mall messages are records when they meet the definition of records in the
Federal Records Act. The definition states that documentary materials are
Federal records when they:

--are made or received by an agency under Federal law or in connection
with public business; and

—are preserved or are appropriate for preservatlon as evidence of the
organization, functions, policles, decisions, procedures, operations,
or other activities of the Government, or because of the
informational value of the data in them.

b. The intention of this guidance Is not to require the preservation of every E-mall
message. Its purpose is to direct the preservation of those messages that
contain information that Is necessary to ensure that departmental policies,
programs, and activities are adequately documented. E-mail message creators
and reciplents must decide whether a particular message is appropriate for
preservation In making these decisions, all personnel should exercise the

_same judgment they use when determining whether to retain and file paper
vecords

¢. Under FRA regulations (36 CFR 1222.38), principail categories of materials,
including E-mall, that are to be preserved are:

mbtml:fle:/H\ERecords\S FAM 440 Records Mansgement - Electronic Records.mbt 87250014
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—records that document the formulation and execution of basic policles
and decisions and the taking of necessary actions;

. ~records that document important meetings;

—recor%s that facllitate action by agency officials and thelr successors in
- .office;

—i-ecord_s that make possible a proper scrutiny by the Congress or other
duly authorized agencies of the Government; and

—records that protect the financial, legal, and other rights of the
Government and of persons directly affected by the Government's
actions. ' :

d. For example, just like paper records, E-mall messages that may constitute
Federai records include:

(1) E-mall providing key substantive comments on a draft action
memorandum, if the E-mail message adds to a proper understanding of
the formutation or execution of Department action;

(2) E-mail providing documentation of significant Department decisions and
commitments reached orally (person to person, by telecommunications,
or in conference) and not otherwise documented In Department files;

(3) E-mall conveying information of value on important Department activities,
e.9. data on significant programs specially compiied by posts in response
to 2 Department solicitation, if the E-mail message adds to a proper,
understanding of Department operations and responsibilities.

5 FAM 443.3 How to Preserve E-Mail Records
(TL:IM-19; 10-30-1995)

For those E-mail messages and attachments that meet the statutory definition of
records, It Is essential to ensure that the record documentation include the E-mall
message, any attachments, and essential transmission data (i.e. who sent the
message, the addressees and any other reciplents; and when it was sent). In
addition, Information about the receipt of messages should be retained If users
conslder 1t necessary for adequately documenting Department activities. If
transmission and necessary receipt data Is not printed by the particular E-mail
system, the paper copies must be annotated as necessary to include such data,
Until technology aliowing archival capabilities for long-term electronic storage and
retrieval of E-mall messages is avallable and installed, those messages warranting
preservation as records (for periods longer than current E-mall systems routinely
malntain them) must be printed out and filed with related records. Instructions for
printing and handiing of Federal records for most of the Department’s existing E-
mail systems have been prepared and will be available through bureau Executive
Offices

mhtmi:file:/HAERecords\S FAM 440 Records Management - Eleotronic Records.mht - 82512014
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5 FAM 443.4 Records Management Reviews
(TL:iM-19; 10-30-1995) ‘

The Department’s Records Management Office (OIS/RA/RD) conducts periodic
reviews of the records management practices both at headquarters and at
overseas posts. These reviews ensure proper records creation, maintenance, and
disposition by the Department. These periodic reviews now wiil include monitoring
of the implementation of the Department’s E-mall policy.

5 FAM 443.5 Points to Remember About E-Mail
(TL:IM-19; . 10-30-1995) .
~Department E-mail systems are for officlal use only by authorized personnel.

—The Information in the systems Is Departmental, not personal. No expectation
of privacy or confidentiality applies. _ )

--Before deleting any E-mall message, apply these guidelines to determine
whether it meets the legal definition of a records and if so, print it.

—Be certain the printed message kept as a record contains the essentlial
~ transmission and recelpt data; if not, print the data or annotate the printed

copy.
—File the printed messages and essentlal transmission and recelpt data with
related files of the office.
—Messages that are not records may be deleted when no longer needed.

—Certain E-mall messages that are not Federal records may stiil be subject to -
pending requests and demands under the Freedom of Information Act, the
Privacy Act, and litigation and court orders, and should be preserved until no
longer needed for such purposes.

—Classified Information must be sent via classified E-mall channels only, with the
proper classification identified on each document.

—When E-malil is retained as a record, the periods of its retention is govémed by
records retention schedules. Under those schedules, records are kept for _
defined periods of time pending destruction or transfer to the National Archives.

5 FAM 443.6 Future Technology
(TL:IM-19; 10-30-1995)

a, The Department Is actively working to develop systems that will enable those E-
- mall messages that are official records to be preserved electronically.

b. These regulations are in compliance with those set forth by the National
Archives and Records Administration.

mhiml:file://H:\EReconis\S FAM 440 Records Management - Electronic Records.mht | 8/25/2014
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c. The Department and all posts are requested to bring these regulations to the
attention of all Department employees and contractors and to begin its
implementation Immediately.

5 FAM 444 THROUGH 449 UNASSIGNED

mhtmi:file://HAERecords\S FAM 440 Records Management - Electronic Records.nht 8/25/2014
000135



1)

2)

4}

)
6)

8)

9

Response Letter.pdf

Instruetions for Preserving Email of
Departing Senior Officials
August 2014

As part of the employee check-out process, Executive Directors and Post Management
Officers must notify their system administrators of the departure of designated Senior
Officials and direct the system administrators to replicate the Official’s remaining email
onto CDs according to the following directions. If possible ask departing Officials to delete
truly personal emails (to/from family, friends, and other non-work refated emmls) from their
inbox, sent mail and PST. folders,

Note. preceding the Senior Officials’ departure, at no time during their tenure in a position
will their email account be deleted, cleared, or wiped for any reason. If, for instance, they
reach their maximum aflotted space in their mailbox, the Executive Director, Post
Management Officer, and the system administrator will work constructively with the Senior
Official to move older emails inte stable and secure storage until the check-out process
delineated in Instruction 1 is initiated.

System administrators must disable (but NOT delete) the OpenNet, ClassNet, POEMS and
PACE Active Directory (AD) accounts of departing Officials.

System administrators do NOT delete the Onenth, ClassNet, POEMS and PACE email
accounts of departing Officials.

System administraiors DO hide (but not remove) names of departing Officials from GALs.
System administrators DO delete the names of departing Officials from DLs.

Executive Directors, Office Directors or equivalent (Domestic Offices) or Management
Counselors/Officers (Posts) miist provide A/GIS/IPS/RA (by OpenNet mail to Records-
DL@state gov) with (a) the name of deparied officials, (b) the designated Bureau/Post
Records Management Coordinator, and (¢) the Bureaw/Post System Administrator. After the
information is copied to the CDs, the bureau/post must verify that the CDs are readable
before sending.

System administrators should create CDs for each OpenNet, ClassNet, POEMS and PACE
email account of departed Officials. One set must be created for retirement, using the form
DS-693, to A/GIS/IPS/RA for records preservation; the other is for Bureau/Post use, if
required. See the How fo Retire Records page of the DOS Records Management intranet
site for further guidance on retiring records using the DS-693:
http://a.m.state.sbu/sites/gis/ips/R A/Pages/RetiredRecords.aspx.

System administrators must use the following .PST naming conventions:
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a. For “Mailbox” content, use the user name followed by “ MB",

b. ie., Smith_John H MB. If the mailbox exceeds the capacity of one CD, use:
Smith_ John H_MB! for the first .PST created by the system administrator and
Smith_ John H_MB2 for the second .PST created by the system administrator,
etc. (System administrators can decide where/how to split the content among
multiple CDs.)

¢. For existing (user created) .PSTs, aka “personal folders”, (this is a misnomer used
by Microsoft since the content is “official™, not “personal™), use the user name
followed by “ PF” i.e: Smith, John H_PF . Ifthe existing PSTs exceed the
capacity of one CD, or there are muitiple .PSTs, use Smith, John H_PF1 for the
first .PST, Smith, John H_PF2 for the second .PST, etc. (System administrators
can decide where/how to split the content among multiple CDs.)

10) CD markings:

a. CDs from OpenNet, POEMS and PACE should be marked “SBU™ (i.e., content
not intended for public disclosure in accordance with 12 FAM 5400). CDs from
ClassNet must be market "Secret” (12 FAM 632.1-6).

b. CDs must be marked with the user’s name and office symbol or Post (example:

- John H. Doe, IRM/OPS/MSO).

¢. CDs must be marked with the users SMTP address (exampie jdoe@state.gov or
Jjdoe@state.sgov.gov).

d. Inthe event .PST exceeds one CD, the CDs must include X of Y {example, | of
3) :

11} Distributed System Administrator roles:

a. IRM will handle CD production for emsil accounts of users under IT Desktop
Consolidation. '

b. Bureaw/Office system administrators will handle CD production for email
accounts that are NOT managed under IT Desktop Consolidation.

c. Post system administrators should handie CD production for their email accounts.

d. IRM's IT Service Center ( IT Service Center@State goy or (202) 647-2000} will
be available to assist Post and Bureau system administrators with technica!
support for the .PST and CD creation process. :

12) System administrators must NOT delete the source mailbox or .PST files until after
receipt of an email confirmation from A/GISAPS/RA and authorization to delete.

13} Technical questions relating to the CD creation can be sent to the IT Service Center on

OpenNet at ITServiceCenterf@istate. gov or on ClassNet to
ITServiceCenter{@state.sgov.gov or by calling 202-647-2000. Other questions can be
sent to A/GIS/TPS/RA. on OpenNet at records-dif@state gov or on ClassNet at

c I s ov.

NOTE: Transferring records through Direct Network Transfer is alse an available optien
Jor the emails of Senior Officinls. For assistance, please contact records(@state. gov,
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UNDER SECRETARY OF STATE
FOR MANAGEMENT
WASHINGTON

Dear M}Wﬁls:
/ .

The Department of State has a longstanding and continuing commitment 1o
preserving the history of U.S. diplomacy, established in authorities under the
Federal Records Act of 1950. 1 am writing to you, the representative of Secretary
of State Hillary Clinton, as well as to representatives of other former Secretaries
(principals), to request your assistance in further meeting this requirement.

The Federal Records Act of 1950, as amended, 44 U.S.C. chapters 29, 31
and 33, seeks to ensure the preservation of an authoritative record of official
correspondence, communications, and documentation. Last year, in Bulletin 2013-
03, the National Archives and Records Administration (NARA) clarified records
management responsibilities regarding the use of personal email accounts for
official government business. NARA recommended that agencies refer to its
guidance when advising incoming and departing agency employees about their
records management responsibilities. This bulletin was followed by additional
NARA guidance on managing email issued on September 15, 2014. See enclosed.

We recognize that some period of time has passed since your principal
served as Secretary of State and that the NARA guidance post-dates that service.
Nevertheless, we bring the NARA guidance to your attention in order 1o ensure
that the Department’s records are as complete as possible. Accordingly. we ask
that should your principal or his or her authorized representative be aware or
- become aware in the future of a federal record, such as an email sent or received on
a personal email account while serving as Secretary of State, that a copy of this
record be made available 1o the Department. In this regard, please note that
diverse Department records are subject to various disposition schedules, with most

Enclosures -3 _

Ms. Cheryl Mills,
1361 Locus Road NW,
Washington. DC 20012.
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Secretary of State records retained penﬁanently. We ask that a record be provided
to the Department if there is reason to believe thar it may not otherwise be
preserved in the Department’s recordkeeping system.

The Department is willing to provide assistance to you in this effort. Inthe

meantime, should you have any questions regarding this request, please do not
hesitate to contact William Fischer, A/GIS/IPS/RA, Agency Records Officer, at

(202) 261-8369.

We greatly appreciate ybur consideration of and assistance with this matter.

Sincerely,

!ﬁ F. Kennedy
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UNDER SECRETARY OF STATE
FOR MANAGEMENT
WASHINGTON

S 12
Dear M;? frino: | :

p ‘
The Department of State has a longstanding and continuing commitment to
pre-ﬂervxno the history of U.S. diplomacy, established in authorities under the
Federal Records Act of 1950. T am writing to you, the representative of Secretary
of State Colin Powell, as well as to representatives of other former Secretaries
(principals), to request your assistance in further meeting this requirement.

The Federal Records Act of 1950, as amended, 44 U.S.C. chapters 29, 31
and 33, seeks fo ensure the preservation of an authoritative record of official
correspondence, communications, and documentation. Last year, in Bulletin 2013-
{13. the National Archives and Records Administration (NARA) clarified records
management responsibilities regarding the use of personal email accounts for
official government business. NARA recommended that agencies refer {o its
suidance when advising incoming and departing agency employees about their
records management responsibilities. ‘This bulletin was followed by additional
NARA guidance on managing email issued on September 15, 2014. See enclosed.

We recognize that some period of time has passed since your principal
served as Secretary of State and that the NARA guidance post-dates that service.,
Nevertheless, we bring the NARA guidance 10 your attention in order to ensure
that the Department’s records are as complete as possible. Accordingly, we ask
that should your principal or his or her authorized representative be aware or
become aware in the future of a federal record, such as an email sent or received on
a personal email account while serving as Secretary of State, that a copy of this
record be made available to the Department. In this regard, please note that
diverse Department records are subject to various disposition schedules, with most

tnclosures - 3
Ms. Peggy Cifrino,
Principal Assistant to General Colin Pawell,

909 North Washington Street, Suite 700,
Alexandria, Virginia 22314.
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Secretary of State records retained permanently. We ask that a record be provided
to the Department if there is reason to believe that'it may not otherwise be
preserved in the Department’s recordkeeping system.

The Department is willing to provide assistance to you in this effort. In the
meantime, should you have any questions regarding this request, please do not
hesitate to contact William Fischer, A/GIS/IPS/RA, Agency Records Officer, at

(202) 261-8369.

We greatly éppreciate your consideration of and assistance with this matter.
Sincere!y,

7"

Patrick F. Kennedy
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UNDER SECRETARY OF STATE
FOR MANAGEMENT
WASHINGTON

40T 28 24
Deaer./BJ ger:’

The Department of Siate has a Jongstanding and continuing commitment to
preserving the history of U.S. diplomacy, established in authorities under the
Federal Records Act of 1950. I am writing to you, the representative of Secretary
of State Condoleezza Rice, as wel} as to representatives of other farmer Secretaries
(principals), to request your assistance in further meeting this requirement.

The Federal Records Act of 1950, as amended, 44 U.S.C. chapters 29, 31
and 33, seeks to ensure the preservation of an authoritative record of official
correspondence, communications, and documentation. Last year, in Bulletin 2013-
03, the National Archives and Records Administration (NARA) clarified records
management responsibilities regarding the use of personal email accounts for
~ official government business. NARA recommended that agencies refer to its

guidance when advising incoming and departing agency employees about their
records management responsibilities. This bulletin was followed by additional
NARA guidance on managing emai! issued on September 15, 2014. See enclosed.

We recognize that some period of time has passed since your prmc1pal
served as Secretary of State and that the NARA guidance post-datcs that service,
Nevertheless, we bring the NARA guidance to your attention in order to ensure
that the Departiment’s records are as complete as possible. Accordingly, we ask
that should your principal or his or her authorized representative be aware or
become aware in the finure ol a federal record, such as an email sent or received on
a personal email account while serving as Secretary of State, that 4 copy of this
record be made available to the Department. In this regard, please note that
diverse Departmem records are subject to various disposition schedules, with most

Enclosures -

Mr. John B. Bellinger H1,
Arnold & Porter LLP,
555 Twelfih Sireet, NW,
Washington, DC 20004-1206.
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Secretary of State records retained permanently. We ask that a record be provided
to the Department if there is reasonto believe that it may not otherwise be
preserved in the Department’s recordkeeping system.

The Department is willing to provide assistance to you in this effort. In the

meantime, should.you have any questions regarding this request, please-do not
hesitate to contact William Fischer, A/GIS/IPS/RA,-Agency Records Officer, at

(202) 261-8369.

We greatly appreciate your consideration of and assistance with this matter.

Sincerely,

Patrick F. Kennedy
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UNDER SECRETARY OF STATE
. FOR MANAGEMENT
WASHINGTON

NOV 12 o
Dear Ms. Stewart:

The Department of State has a longstanding and continuing commitment to
preserving the history of U.S. diplomacy, established in authorities under the
Federal Records Act.of 1950, I am writing to you, the representative of Secretary
of State Madeleine K. Albright, as well as to representatives of other former
Secretaries (principals), to request your assistance in further meeting this
requirement.

The Federal Records Act of 1950, as amended, 44 U.S.C. chapters 29, 3]
and 33, secks 10 ensure the preservation of an authoritative record of official
correspondence, communications, and documentation. Last year, in Bulletin 2013-
03, the National Archives and Records Administration (NARA) clarified records
management responsibilities regarding the use of personal email accounts for
official government business. NARA recommended that agencies refer to its
guidance when advising incoming and departing agency employees about their
records management responsibilities. This bulletin was followed by additional
NARA guidance on managing email issued on September 15, 2014. See enclosed.

We recognize that some period of time has passed since your principal
served as Secretary of State and that the NARA guidance post-dates thal service.
Nevertheless, we bring the NARA guidance to your attention in order 1o ensure
ihat the Department’s records are as complete as possible, Accordingly, we ask
that should your principal or his or her authorized representative be aware or
become aware in the future of a federal record, such as an email sent or received on

‘a personal email account while serving as Secretary of State, that a copy of this
record be made available to the Department. In this regard, please note that
diverse Department records are subject to various disposition schedules, with most

Enclosures - 3

Ms. Jan Stewart, . :
Albright Stonebridge Graup,
1101 New York Avenue NW, Suite 900,
Washington, DC 20005.
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Secretary of State records retained permanently. We ask that a record be provided
. to the Department if there is reason to believe that it may not otherwise be
preserved in the Departiment’s recordkeeping system.

The Department is willing to provide assistance to you in this effort. In the

meantime, should you have any questions regarding this request, please do not
hesitate to contact William Fischer, AJGIS/IPS/RA Agency Records Officer, at

(202) 261-8369.
We greatly appreciate your consideration of and assistance with this matter.

Sincerely,

Patrick F. Kennedy
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Several of the questions that have been brought to our attention are set forth below for your
consideration. | welcome your insights on these and related matters:

e How are changes in technology and the way Department personnel work challenging
existing preservation and transparency technologies and policies, especially with respect
to email? Does the Department have the resources and tools it needs to meet NARA
guidance on preservation and the concomitant resources to meet its obhgatlons to
disclose information pursuant to FOIA and other requests?

s What unique challenges are posed by the Department’s global presence, spanning more
than 280 overseas posts, with respect to meeting its preservation and transparency goals?

e How can the Department improve and streamline individual employees’ efforts to
preserve appropriate documents, both during their tenure and upon their departure? Are
current training and instructions on preservation and responding to requests adequate and
easy to follow?

. » How can the Depariment improve its tools and methods for complying with the FOIA
and other requests to search for and produce documents from both current and former
employees?

'« Congressional investigations and requests from multiple Committees have greatly
increased, and the Department has had difficulty responding in a timely way. While new
technology is being tested, what further steps can be taken to respond more effectively to
Congressional inquiries, and what funding is necessary to accomplish this goal?

e Are bureans within the Department currently engaged in an integrated approach to these
challenges? Are there ways to improve the synergy between, for example, IRM, A
Bureau, the Executive Secretariat, and repional and functional bureaus?

¢ Would the Department benefit from outside expertise on an integrated approach to
document management, preservation, and transparency? If so, what expettise is
required? Are there specific models or technologies the Department should consider?

» What resource constraints are inhibiting the Department’s goals with respect to document
management, preservation, and transparency?

The Department is already engaged on these and other challenges associated with meeting its
preservation and transparency obligations. Again, I recognize the work that has already been
done. But I also request your help in ensuring that the Department is doing everything it can to
improve. I welcome your findings and commit the Department to cooperating fully with your
review. Because of the importance of these issues, I ask you to consider an expedited review of
these issues.

Thank you for your consnderanon of my request, and for your shared commitment to furthering
the public interest,

rely,

.Fohn F Kerry
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NATIONAL
ARCHIVES

ARCHIVIST of the
UNITED STATES

DAVID S FERRIERC
T 202.357.5900
F202.357.5941

daved ferereravemara goy

VIA EMAIL TRANSMISSION

23 March 2015

Daniel Epstein, Executive Director
Cause of Action :
Patrice McDermott, Executive Director
OpenTheGovemment.Org

By Email

Dear Mr. Epstein and Ms. McDermott:

Thank you for the letter of March 17, 2015, from you and your fellow organizations. 1
welcome your perspective. NARA is committed to ensuring that all agencies properly
manage federal records. As you are likely aware, the National Archives and Records
Administration wrote a letter earlier this month requesting that the Department of State
provide us with a report on this matter in accordance with our statutory and regulatory
authority. (A copy of the letter is attached.) We are awaiting a response from the

_ State Department and will work with them to address these records management
issues,

Sincerely,

%Ai}-w__

DAVID S. FERRIERD
Archivist of the United States

NATIONAL ARCHIVES and
RECORDS ADMINISTRATIGN
700 PENMSYLVANIA AVENUL, NW
WASHINGTON, DC 20405-0001

wit.archives. gov
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Margaret P. Grafeld

Deputy Assistant Secretary for Global Information Services
Bureau of Administration

U.S. Department of State

-SA-2, Suite 8000

515 22nd Street, NW

Washington, DC 20522-0208

Dear Ms, Grafeld:

The National Archives and Records Administration (NARA) is concerned with the events
outlined in the March 2, 2015, New York Times article by Michae! S. Schmidt regarding the
potential alienation of Federal email records created or received by former Secretary of State
Hillary Rodham Clinton. The article also suggests potential issues with the Federal email records
created or received by former Secretaries of State dating back to Secretary Madeleine K.
Albright.

Based on this article and other news reports, NARA is concerned that Federal records may have
been alienated from the Department of State’s official recordkeeping sysiems.

Pursuant to your Department’s responsibilities under 44 U.S.C. Chapter 31 and NARA’s
authorities in 44 U.S.C, Chapter 29, we request that the Department of State explore this matter
and provide NARA a report of how these records were managed and the current status of these
records. '

We request that you provide us with a report as required and described in 36 CFR 1230.14 within
30 days of the daie of this leiter.

If Federal records have been alienated, please describe all measures the Department has taken, or
expects to take, 1o retrieve the alienated records. Please also include a description of all
safeguards established to prevent records alienation incidents from happening in the future.
Please also provide NARA all guidance and directives disseminated within the Department that
address the management of email records, including those records created using personal email
accounts.
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If you are unable to provide a report within 30 days, please provide us with an interim report
indicating what actions you have taken and when you expect to submit 2 firal report.

Thank you for your cooperation.

Sincerely,

PAUL M. WESTER, JR.
Chief Records Officer
for the U.S, Government

cc:  Ambassador Patrick F. Kennedy
Under Secretary for Management
Senior Agency Official for Records Management
U.S. Department of State
Washington, DC 20520
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