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Laurence Brewer <laurence.brewer@nara.gov> 

Fwd: Response from State Dept 
6 messages 

Paul Wester <paul.wester@nara.gov> Mon, Apr 27, 2015 at 5:21 PM 
To: "Stern, GaryM" <garym.stem@nara.gov>, "Brewer, Laurence" <laurence.brewer@nara.gov> 

FYI 

I have not responded yet, but I will tomorrow. 

Paul M. Wester, Jr. 

Chief Records Officer for the U.S. Government 

National Archives and Records Administration 

301-837-3120 


--- Forwarded message -- ­
From: Patrice McDermott <pmcdermott@openthegovernment.org> 

Date: Mon, Apr 27, 2015 at 3:05 PM 

Subject: Response from State Dept 

To: Paul Wester <paul.wester@nara.gov> 

Cc: Abby Paulson <apaulson@openthegovernment.org>, "Katherine R. Hawkins" 

< khawkins@openthegovernment. org> 


Paul, 

We are curious if NARA finds the April 2, 20151etter/attachments to you from Margaret Grafeld responsive 
to your 3 March 2015 letter? 

Thanks. 

Patrice 

Patrice McDermott, Executive Director 

OpenTheGovernment.org 

~ Response Letter.pdf 
4215K 
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Paul Wester <paul.wester@nara.gov> Wed, Apr29, 2015 at 3:43PM 

To: Patrice McDermott <pmcdermott@openthegovemment.org> 

Cc: Abby Paulson <apaulson@openthegovemment.org>, "Katherine R. Hawkins" 

<khawkins@openthegovernment.org>, "Brewer, Laurence" <laurence.brewer@nara.gov>, "Stern, GaryM" 

<garym.stem@nara.gov> 


Hi Patrice, 

Thanks for your note. My apologies for not responding sooner. Things are pretty hectic, as you might imagine. 


We are still reviewing the letter and its attachments, and discussing their response internally and seeking 

clarification and understanding of issues within the materials sent by State. Throughout this process State has 

been very cooperative. It is probably another couple of weeks until ouranalysis and our response will be 

complete. 


I am on travel tight now, but let me know if you need more information or would like to catch up in the next 

couple of weeks. 


I heard from Meg and others this morning that we have another public interest group meeting coming up in early 
June ... and we will see you at the Capstone public meeting on May 21st, too. 

Thanks again for your note and your continuing interest in our work, and this issue in particular. 

Have a great afternoon. 

Paul 

Paul M. Wester, Jr. 

Chief Records Officer for the U.S. Government 

National Archives and Records Administration 

301-837-3120 


On Mon, Apr 27, 2015 at 3:05PM, Patrice McDermott <pmcdermott@openlhegovemment.org> wrote: 

Paul, 

We are curious if NARA finds the April2, 2015 letter/attachments to you from Margaret Grafeld responsive 
to your 3 March 2015 letter? 

Thanks. 

i Patrice 

Patrice McDermott, Executive Director 

OpenTheGovernment.org 

202.332.6736 
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Patrice McDermott <pmcdermott@openthegovemment.org> Wed, Apr 29, 2015 at 3:44PM 

To: Paul Wester <paul.wester@nara.gov> 

Cc: Abby Paulson <apaulson@openthegovemment.org>, "Katherine R. Hawkins" 

<khawkins@openthegovemment.org>, "Brewer, Laurence" <laurence.brewer@nara.gov>, "Stern, GaryM" 

<garym.stern@nara.gov> 


Thanks, Paul. That is good to know. 

Yes, I will be at both those. 

Patrice 

OpenTheGovernment.org 

202.332.6736 

From: Paul Wester [mailto:paul.wester@nara.gov] 

Sent: Wednesday, April 29, 2015 3:43PM 

To: Patrice McDermott 

Cc: Abby Paulson; Katherine R. Hawkins; Brewer, Laurence; Stern, GaryM 

Subject: Re: Response from State Dept 


[Quoted text hidden] 

Patrice McDermott <pmcdermott@openthegovernment.org> Tue, Jun 30,2015 at 10:11 AM 

To: Paul Wester <paul.wester@nara.gov> 

Cc: Abby Paulson <apaulson@openthegovernment.org>, "Katherine R. Hawkins" 

<khawkins@openthegovernment.org>, "Brewer, Laurence" <laurence.brewer@nara.gov>, "Stern, GaryM" 

<garym.stem@nara.gov> 


Paul, 

Any developments? Getting calls from reporters because of the recent reports about the 15 missing e­

m ails .... 


Thanks. 

Patrice 

OpenTheGovernment.org 
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From: Paul Wester [mailto:paul.wester@nara.gov] 

Sent: Wednesday, April 29, 2015 3:43PM 

To: Patrice McDermott 

Cc: Abby Paulson; Katherine R. Hawkins; Brewer, Laurence; Stern, GaryM 

Subject: Re: Response from State Dept 


Hi Patrice, 

[Quoted text hidden] 


[Quoted text hidden] 


Paul Wester <paul.wester@nara.gov> Tue, Jun 30, 2015 at 10:30 AM 

To: Patrice McDermott <pmcdermott@openthegovemment.org> 

Cc: Abby Paulson <apaulson@openthegovernment.org>, "Katherine R. Hawkins" 

<khawkins@openthegovernment.org>, "Brewer, Laurence" <laurence.brewer@nara.gov>, "Stem, GaryM" 

<garym.stem@nara.gov> 


Patrice, 

Thanks for your message. 


There are no new developments, but the State Department has been in touch with me about the news reports 

from last week. They are following up on them. I expect State and NARA will work through these issues as 

we've worked through the basic issues since the original press reports surfaced in early March. 


Thanks, Paul 

Paul M. Wester, Jr. 

Chief Records Officer for the U.S. Government 

National Archives and Records Administration 

301-837-3120 

[Quoted text hidden] 

Patrice McDermott <pmcdermott@openthegovemment.org> Tue, Jun 30, 2015 at 10:40 AM 

To: Paul Wester <paul.wester@nara.gov> 

Cc: Abby Paulson <apaulson@openthegovernment.org>, "Katherine R. Hawkins" 

<khawkins@openthegovernment.org>, "Brewer, Laurence" <laurence.brewer@nara.gov>, "Stem, GaryM" 

<garym.stem@nara. gov> 


Okay. 

Patrice 

Open TheGovernrnent.org 

202.332.6736 
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From: Paul Wester [mailto:paul.wester@nara.gov] 

Sent: Tuesday, June 30, 201510:30 AM 


[Quoted text hidden] 


[Quoted text hidden) 
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UI\IDERSECRETARYOFSTATE 


FOR MANAGEI\IIJ::NT 


WA$HIIIlGT0N 


Dear Mr. Epstein and Ms. MCDermott: 

The.Setre~ry has asked me to respond to. your MarCh 17 letter raising the concerns of 
y®r colleague organization~ and Open tbe~:v!!~ument. .I assure you that theDepartment's 
Jeadershipi~ c:ommitjed to preserving t];Je docm;uentation ofUS foreignpoli~y and Deparfm.ent 
operationsthroughmeefingthe smutocy requirements and presidential iriittatives regarding 
reeords, as well as ertsuringthat the Department maximizes transparency as embodied in the 
Freedom ofinfonnation ACt. In fu!"l:berance of this ooll1!1litment, the Dep,artmel1tis working 
cloaely with tb:e National Ar<:Jlrlves and R~dsAdm:iriistration (NARA) regarding former 
~et;tetary Clinttln's r~rds, as. well as to pursue l!l\rtg term splu.Q.ous to manage~lee(tqnic 
~eordsJ!S eqvered by our response tl;) NARA:!s' March 3 corraspqndence; a cppy ofwlrlelris 
provided as an artaclu1wnt for yourinformation, 

In closing, we appr:~late yoU!identifYing the iSsues of concern to yourselves and the 
organizations youteptesertted in yotir March 17 letter and assure you that. we are oontinually 
working to improve our reeordkeeping P!'l!ctiees. 

Einc~U"ely, 

PatridlxF. Kennedy 

Attachment: As stated 

Mr. Daniel Epst~m, Executive Director, 
Gi'!l.l$\'7 o:tAeti®, 

Patrice McDennott, &\ecutive!}'irecfor, 
OpenTheGovemment.Drg. 

By Email. 
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.Paul M.Wester,Jr. 

Cllief Records Officer for the u.s. Government 2 2015 

Na~ional A\'llhives and Recril'dsAdmi{listratiOn 

8001Adelphi Road 

Ccllege Park, MD20740-61lQ1 


D~~ 
Tl!i~letter to11stitutes our I"I!Sp!)l)!ie regardingyour Matdt3.1etter in whit:lryou note a rece11t NY Tlines 
artlde fegarillifg the Federal email recordsoffilrmer secretary Qf State _fliHarv Rodham Cllnton, as well: 
as offonnetsecretl!riesRice, Powell, a.ml All!tll!ht. As.You ll!ld 11\pve discu5S!!d, welook fOrward to 
contlnuiog.ihe Department!? loogst!!ndiqg demoi"IStrated commitment to managlng our records and to 
ll!veragmgour ongoing parlrie!'shipWrth the Natlllll.atArchives ~11d Records Administration (NARA) to 
addtt!sstfle evollllng romplextties of email vis-a-vis·govermnent records life cycle ~nagement. 

As"YOU:·!Ire aw<jre through our reporti!Jg aver tile yea111, tile oep~rt!llent a.m:l it!i leadershiphave lrrthe 
past and rom:!riue to ~ke very seriously our records m~n<J~Wfiel"ltrt!sponsil!ilities particularly a.s 
embodiep i!l the Presiif®t'~ Managing Government Reet®sDirective and recent; amerrdll!entS;tothe 
Federal· Records Act.Weunderstand the -relationship between a sound records management!)l"ogram, 
tile preservation and life (:ycle managemeotof the full documentati.on ofth11 essePtialevidence-of our 
mtssi9Jfand opet'!"tions, trai1Spl!rency,

' - --
<!nd Open

-
Government: 

-- ' 
Consistent 

' 
wlthtltls 

-
commitment,_._

-- . in 
- - -- -- ----- - ' - - ­

2013, the Ull!lerSetretary forMailagel\"lentand ourSeniOr Agency Official for Records, Patlick F. 
Kennedy, askedsenior aff!c!als j¥SenlorSponsors") to review tile !lepartmentls record email system. 
Subsequently,,an EleCtronic; RecordsWorking Group wlth Senior $pollserswas funned to examine and 
make reeommendatiollstoacldresselectronic records rrrecyde management, lndudillg Department­
Wide compliance with the af()rementi®.ed.lle"W mandates, Olle of the fi"rst ~ctions was ttle 
promulgationl:!vll'le Senior1\glJncy Officjalf()r R~orl;is of an apd;ltad policy mes~ in anAugust28, 
2014, memora!lld\llll t6 tile Oej:lattmen(s leaderSIIip, which strl!ssed pro.perre¢rds management and 
advised seniorofficials that tbey should not use their private email accountsfor official business (see 
attachment l). In October 2014, the Department issued a Oepartrnent.Notlce alld ca.ble to the field for 
all employeesremindingthem of their re?ponsillilltiesvis-lj..yis rec()rds, emalls, and personal accounts 
{see attachments 2~3}. This is an ongoin~ effort cleslgiled to add tess complexissues surrounding 
electronic recordl$-managemant i,s~ueswttbwhichyou are deeplY familiaras the Chief Records Officer 
fortheFederal6overnment. 

1M; you know, NARAhasbeen updating Its guidance•on the mallllgement of emails. In furtherance of 
that guidance and to eiiStlfethat our records aj"e as co.f1'lplete as p()ssible, on October 28, 2014, Under 
secretary l<ennedl/'senta•letter to the ·representatives of former Secretaries CUnton, !'owen, Rice, and 
Albrigbtto request that copfl!soffederal records be mai;le available to tbe Department (see 
attachmell~il·7).1 Sp~dfically, the Department requested the secretariil~f!lrovidi!'imy federal records in 

' Due to an error, tfli! letters to the represel1tl!tives for SecretariesCii!ltort, l'nwell and Albright:had to be re-sent in 
November since tile llliginal letters to those representativesteferencl!d Se!:retarv !liceinstead of thelr 
correspondingformer Secretary (see attac!imertts 4-7). 
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their possession, such as emails sent or received on a personal email account, if there was reason to 
believe the records may not otherwise be captured in the Department's recordkeeplng system. (The 
Department' fully recognizes the uniqueness and value ofthe Secretary of State's rE!COrds collection, as 
well as th~ lrnjlortance of maintaining it as block flies "ali together in one group" as provided in our 
authorized disposition schedules.) At the time the Department sent the letters, it was aware that 
Secretaries ciinton and Powell had used non-government accounts during their tenures, but the degree 
to which records were captured in the Department's systems was unknown. 

In December 2014, former Secretary Clinton's representatives provided approximately 55,000 pages of 
emalls that they determined to be potentially responsive to the Department's request (see attachment 
8). These emalls are being reviewed under the Freedom of Information Act and the releasable 
documents will be made publicly available online by the Department. 

Also, last December, former Secretary Rice's representative advised that Secretary Rice did not use a 
personal email account for official business. In March 2015, former Secretary Powell's representative 
advised that while former Secretary Powell used a personal email account during his tenure as secretary 
ofState, he did not retain those emails or make printed copies. In March 2015, former Secretary 
Albright advised the Department ofState that she never used a U.S. Government email or personal 
email account during her tenure as Secretary ofState, and did not have a personal email account until 
after she left government service. ­

.-.·.,_, 

Finally, recognizing the importance of, as well as the reSource challenges involved in, putting the 
principles of records' preservation, management, and transparency into practice, Secretary Kerry has 
asked the Department's Inspector General to review and make recommendations for improving the 
Department's recordkeeplng and FOIA practices (see attachment 9). Informed by this review and in 
consultation and coordination with your leadership, we will continue to work through the complicated 
electronic records issues consistent with the President's initiative and statutory mandates. These efforts 
will be addressed in future reporting consistent with our mutual cooperation and resolution. 

With continued best regards, 

41'! 
Margaret P. Grafeld 
Deputy Assistant Secretary for Global Information Services 
Bureau of Administration 
U.S. Department ofState 

000123



ORIGTOIPS 2014~et'1Sll Letter.pdf 
B.ECTRONIC OIST: ~ 
CODE I •. 	 United States Deoartm!;!t ofStatetllSI!J .••
COOEIII ' 
IPSIN!iM.. • ~ Under Secretary ofSfalq 

for Management 
0911l512014 . 
WPM 	 Washington, D.C. 20S20 

UNCLASSIFIED 	 AUG 2 8 2014 

MEMORANDUM TO: 	 The Office of the Secretary 
The Office of Deputy Secretary Bums 
The Office of Deputy Secretary for Management and 

Resources Higginbottom 
The Director of Foreign Assistance 
All Under Secretaries 
C- The Office of the Counselor 
All Assistant Secretaries 
L-The Office of the Legal Advisor 
S/CPR- Peter Selfridge 
SIP- David McKean 
All Special Representatives and Special Envoys 
cc: Executive Directors 

From: 	 M-Patrick F. Kennedy ~~(.....-
SUBJECT: Senior Officials' Records Management Responsibilities 

Senior officials are responsible for creating records necessary to document 
their activities and for the proper management and preservation of their records 

·	(see Tab 1 for the list of Senior Officials to which this memorandum is directed). 
These responsibilities are applicable to all records made or received in the conduct 
or agency business regardless of physical format or media. While all Department 
employees are to preserve records meeting the definition of a record under the 
Federal Records Act, see 3 FAM 414.8, senior officials' records are generally the 
most important documents created within the Department and are some of the most 
valued documents archived at the National Archives and Records Administration 
(NARA). Proper records management ensures statutory and regulatory 
compliance, preserves the rights of the government and citizens, supports better 
decision making, safeguards vital records, preserves organizational memory, 
minimizes litigation risk (ensuring systematic, documented, and routine disposal of 
records), and reduces operating costs through control over the lifecycle of the 
records. 

UNQ A,SSIFIED 
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YNQ.ASSIFIED 

-2­

Specifically, senior officials must create reoords necessary to document their 
activities and actions taken on behalf of the Department. A records custodian must 
be identified who can manage a particular senior official's records in support of 
proper records Jifecycle management. including appropriate access. Departing or 
transferring Senior Officials must identify their reoords prior to departure or 
transfer. Departing Senior Officials are reminded they may take with them only 
personal papers and non-record materials, subject to review by records officers to 
eliSUre compliance with federal records laws and regulations. All records 
generated by Senior Officials belong to the Department ofState. 

DefinfDg and Managing Records 

Records may exist in many formats, including Instant Messages (1M) and 
records on mobile devices like BlackBerries, mobile phones, and iPads. Typical 
records created by Senior Officials include not only e-mails, memos, and similar 
documents, but also calendars, schedules, and logs ofdaily activities. 
Additionally, Senior Official records should include the following: 

• 	 Records pertaining to various committees, including Federal Advisory 
Boards, councils, and inter-agency and external committees in which the 
Senior Official participated. 

• 	 Materials relating to internal and external meetings, including briefing 
documents, minutes, and meeting notes. 

• 	 Records documenting the development of Department policies and 
programs, including correspondence, briefing and issue papers, and reports 
about policy, strategy, researoh and legislative priorities, program evaluation 
and planning, and similar topics. 

• 	 Reports to Congress and/or the President. 

To establish a sound records management program, Senior Officials should, at 
minimum, take the following steps: 

• 	 Designate a.records manager responsible for their records. 
• 	 Follow established records disposition schedules, which set out the 


applicable records retention and disposition requirements. 

• 	 Establish a plan for maintaining and managing their records. 
• 	 Collecl, organize, and categorize their records in order to facilitate their 

preservation. retrieval, use, and disposition. 

Specific Email Reouirements and Proee4ures 

YNGJ AAAJFmP 
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UNCI.AAAIFJJID 
-3­

E-mail is the most widely-used tool within the Department for the conduct 
of official business. The Department generates millions of e-mail communications 
each year, many of which document significant foreign policy and Department 
business decisions. The standard for determining whether an e-mail message 
meets the definition ofa "record" under the Federal Records Act is the same 
standard that applies to all other types of Department records (5 FAM 443.2- see 
Tab2). 

As a supplement to existing policy, and consistent with the policy in place 
since 2009, it is important to capture electronically the e-mail accounts of the 
senior officials listed in Tab 1 as they depart their positions. Instructions for senior 
officials are provided (see Tab 3). 

• 	 At no time during designated senior officials' tenure will their e-mail 
accounts be cleared, deleted, or wiped for any reason. 

• 	 While senior officials may delete personal e-maiJs. they should be aware 
that the definition of a personal e-mail is very narrow. The only e-mails 
that are pemonal are those that do not relate to or affect the transaction of 
Government business. · 

• 	 As ageneral matter, to ensure a complete record of their activities, senior 
officials should not use their private e-mail accounts (e.g., Gmai1) for 
official business. Ifa senior official uses his or her private e-mail 
account for the conduct ofofficial business, she or he must ensure that 
records pertaining to official business that are sent from or received on 
such e-mail account are captured and maintained. The best way to ensue 
this is to forward incoming e-mails received on a private account to the 
senior official's State account and copy outgoing messages to their State 
account. 

Visit the Department's Records Management website for more information. 

Altachments: 
Tab 1 -List of Designated Senior Official Positions 
Tab 2-5 FAM 443.2 (Which E-lllll11 Messages Ale Records) 
Tab 3- Instnsctions for Preserving E-mail ofDeparting Senior Officials 

UNCLA8STfmQ 
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BRAFf: De!igoated Senior Oftielal Positions- Mardi 5. 2014 

*'rhe positious identified below reflect NARA guidance to satisfy the Presidential Dilectlve on 
Jetaining Email for Senior Officials. The Blectronic Reco!ds Manai!ement Wodting Group will · 
subsequently address the companillll NARA guidance for JeiBining all otber Email. 

• Secullllly ofStale 
0 Depul¥ Secrelaty 
o 	 Under Secretary 
• 	 AssistaDt Secrelaty (AS) 
• 	 Regional ~Assistant Secrelaty 
0 	 Prim:ipal Deputy Assistant Secretary 

(PDAS) 
• 	 ChiefofStaff 
• 	 Deputy ChiefofStaff 
• 	 Execullve Secretary 
• 	 Depul¥ Execullve Secretary 
• 	 Execullve Assislant to the Priilcipal 

Officers 
• Polley Advisor 
e Slmteglc Advisor 
• 	 ChiefSpeechwriter 
• 	 Direclor ofCommunlcalious 
• 	 DiNclor ofForeip Assistance 
• 	 Direclor ofMJPRJ 
• 	 While House Liaison 
• 	 Chieffilulllcial Officer 
• 	 ChiefEccmomist 
• 	 ChiefiDformatlon Officer 
• 	 ChiefofProtocol 
• 	 Assislant ChiefofProtocol 
o 	 Deputy Chief ofProtocol 
0 	 Counselor 
e 	 Comptroller 
• 	 Lepl Adviser 
o 	 Deputy Legal Adviser 
• 	 Assistant Legal Adviser 
• 	 Counselor on IDtematlonal Law 
• 	 Special Assislant to the Legal Adviser 
• 	 Principal Deputy Legal Adviser 
• 	 luspector General 
• 	 Deputy Jnapector General 
• 	 Coimsel to the JnapectorOeneral 
• 	 Geographer 

• 	 Acccuntabill~ ~BoardMembels 
• 	 Senior Advisers to the Principals 
• 	 Ambassador 
• 	 Ambassador-At-Large 
• 	 Chief of Mission 
• 	 Clullps d' Af'lldres 
• 	 Charges d' At1ilires ad interim 
• 	 Ccmsuls Geneml 
• 	 Consuls 
• 	 Principal Officer ofU.S.Interest 


Sectiolls 

• 	 DeputyChiefofMission 
• 	 Deputy to the Ambassador-At-Large 
• 	 Deputy Prlm:ipal Officers 
• 	 Assislant Chiefs ofMiss!on 
• 	 Special EoYo,y 
• 	 Depul¥ Special EIIYoy 
• 	 Special Rep!aeallltlve 
• 	 United Stales Permanent Repaaentalive 
• 	 Um.l States ~lllllve 
• 	 Um.l States Deputy Repa-eseu,.,...lllll""ve 
• 	 AllemaiB Repaesentalive 

• 	 All iudividuals formally desigDatad (1.e. 
by memcmmd11111) as "Aclina" in the 
above listed positions 

• 	 Applieable Special Assislants and Slaft' 
Assislants lo the above listed positions, 
when they receive aad 1I!S)IOIId to emaiJs 
on dte Senior Official's behalf 

••Beyond Ibis list, Bweaus may detamlmi at an 
oft!c:e level which individual positions woulil be 
consideled "Designated Senior Official 
Positions" for the purposes ofemail 
preservation. 
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5 FAM 440 

ELECTRONIC RECORDS, FACSIMILE 


RECORDS, AND ELECTRONIC MAIL RECORDS 

(CT:IM-126; 02·28-2012) 

(Office of Origin: A!GlS/lPS) 

5 FAM 441 ELECTRONIC RECORDS MANAGEMENT 
(TL:IM-19; 10-30·1995) 

These requirements apply to all electronic records systems: microcomputers; 
minicomputers; and mainframe computers In networks or stand-alone 
configurations, regardless of storage media. 
a. Electronic Data files. 

(1) 	 Those employees who are responsible for designing electronic records 
systems that produce, use, or store data files, shall Incorporate 
disposition Instructions for the data Into the design plan. 

(2) 	 System Admlnlstrators must maintain adequate and current technical 
documentation for electronic records systems that produce, use, or store 
data files. At a minimum, Include: 

(a) 	 a narrative description of the system (overview); 

(b) 	 a records layout that describes each field, Its name, size, starting or 
relative position; 

(c) 	 a description of the form of the data (e.g., alphabetic, mned 
decimal, packed decimal or numeric) or a data dictionary. Include 
the equivalent Information and a description of the relationship 
between data elements In the data bases when assoCiated with a 
data base management system; and 

(d) 	 any other technical Information needed to read or process the 
records. 

(3) 	 Electronic data· bases that support administrative or housekeeping 

functions and contain Information derived from hard copy records 

authorized for disposal may be deleted If the hard copy records are 

maintained in offiCial files. 


(4) 	 Data In electronic form that Is not preserved In offiCial hard copy files or 
supports the primary program or mission of an office, even If preserved In 
offiCial hard copy files, may not be deleted or destroyed except through 
authorities granted as prescribed in sections h. and l. below. 

mhtml:file://H:\ERecords\5 FAM 440 Rel:cmls Management-Electrollic Records.mht 11251'2014 
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b. Documents. 

(1) 	 Electronic records systems that maintain the official file copies of 

documents shall provide a capabDJty for the disposition of the 

documents. This Includes the requirements for transferring permanent 

records to the National Archives, when necessary. 


(2) 	 Electronic records systems that maintain the official file copy of 

documents shall identify each document sufficiently to enable authorized 

personnel to retrieve, protect, and carry out the disposition ~ documents 

In the system. Appropriate Identifying Information may Include: office of 

origin, TAGS/Terms, subject line, addressee (If any), signatory, author, 

date, security classification, and authorized disposition. 


(3) 	 Electronic records systems that maintain the official file copy Of 

documents shall provide sufficient security to ensure document Integrity. 


(4) 	 Documents such as letters, messages, memorandums, reports, 

handbooks, directives, and manuals recorded on electronic media may be 

deleted If the hard copy record IS maintained In official files. 


(5) 	 Documents such as letters, messages, memorandums, reports, 

handbooks, directives, and manuals recorded and preserved on electronic 

media as the official file copy shall be deleted In accordance with 

authorized diSposition authorities for the equivalent hard copy. If the 

authority does not exist, the documents In electronic form may not be 

deleted or destroyed except through authorities granted as prescribed In 

sections h. and j. below. 


c. 	 Spreadsheets. 
(1) 	 Spreadsheets recorded on electronic media may be deleted when no 


longer needed to update or produce hard copy If the hard copy record Is 

maintained In official files. 


(2) 	 Spreadsheets recorded and preserved on electronic media shall be 

deleted In accordance with authorized disposition authorities for the 

equivalent hard copy. 


d. Electronic records are acceptable as evidence In federal courts. Rule 803 (6), 
Federal Rules of Evidence, has been Interpreted to Include computer records. 
Further under Rule 1006, summary electronic records may be provided to limit 
the quantity Of Information considered during judicial proceedings. The courts 
must believe that records admitted before It are "trustworthy" that Is, they 
must dearly and accurately relate the facts as originally presented or In 
summary form. 

e. Administrators of electronic records systems shall ensure that only authorized 
personnel have access to electronic records. 

f. 	Administrators of electronic records systems shall provide for the backup and 
recovery of records. 

mhlm!:tile:/JH:\ERecords\S FAM 440 Rec:ords Managemeut • Electronic Recmds.mht 8125/2014 
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g. Administrators of electronic records systems shall make certain that storage 

media meet applicable requirements prescribed In 36 CFR 1234.28. These 

requirements are also contained In FIRMR Bulletin B-1 and are discussed tn the 

RMH, 5 FAH-4 H-219 • · 


h. Retention of electronic records. 

(1) 	 The Information In electronic records systems and related documentation 

and Indexes must be scheduled for disposition no later than one year 

after the Implementation of the system. 


(2) 	 Procedures must be established for systematically backing up, copying, 

reformatting, and proVIding other necessary maintenance for the 

retention and usability of electronic records throughout their prescribed 

life cycles. 


I. 	Destruction of electronic records. 

(1) 	 Electronic records may be destroyed only In accordance with a records 

dtsposttlon authority approved by the ArchiVIst of the United States. This 

authority Is obtained through the Recon:ls Management Branch 

(OIS/IWRD). 

(2) 	 This process Is exclusive, and records of the United States Government, 

Including electronic records, may not be alienated or destroyed except 

through this process. 


(3) 	 Electronic records scheduled for destruction must be disposed of In a 

manner that ensures protection of any sensitive, proprietary or national 


. security Information. 	Magnetic recording media are n~ to be reused If 
the preVIously recorded Information can be compromised in any way. 
Refer to 12 FAM for requirements regarding the securtty of magnetic 
media. 

j. 	All automated information systems (AIS) or facslmfte machines used to process 

or store electronic records must comply with the security regulations contained 

In 12 FAM. 


5 	FAM 442 FACSIMILE RECORDS 
(TL:IM-19; 10-30-1995) 
The use of facsimile (FAX) equipment In appropriate and cost-effective 

circumstances Is encouraged In the Department. Facsimile transmissions have the 

same potential to be Federal records as any other documentary materials received 

In Federal offices. The method of transmitting a document does not relieve 

sending or receiving offices of the responsibility for adequately and properly 


· documenting official actions and activities and for ensuring the Integrity of 
records. See the RMH, 5 FAH-4 , for more guidance on facsimile records. See !i 
fAM 561 for policies on FAX transmissions, lndudlng use of secure FAX equipment 
and using FAX equipment to send correspondence to members of Congress. 

lllhtml:file:IIH:\ERecords\S FAM 440 Reccmls Management- Electronic Records.mht 812S/2014 
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5 FAM 442.1 Facsimile Label 
(TL:IM-1.9; 1.0·30-1.995) 

The Records Management Branch (OIS/RA/RD) has designed a facsimile 
transmission label (Form DS-1905), to be affixed to facsimile equipment. The 
label serves as a reminder to users of the responslblllty to file record copies of 
faCSimiles.and to photocopy record copies of thermal paper facsimiles onto plain 
paper for filing. The labels are available from OIS/RAIRD. . 

5 FAM 442.2 FAX Transmittal Forms 
(TL:IM-19; 10~30-1995) . 
a. Form DS-1890, Undasslfled Facsimile Transmittal Cover Sheet, and Form DS­

1890-A, Classified Facsimile Transmittal Cover Sheet, are Department forms 
that are available for use In transmitting documents. Their use Is not 
mandatory. These forms are available on the INFOFORMS disk, which Is part of 
the Department's INFOEXPRESS application. At a minimum, the transmittal 
form which Is used by an office, should contain the following Information: 

-date of transmittal 

-sending and receiVIng office Information (symbol, name, voice &. fax 
telephone numbers) 

-subject Information, lndudlng TAGS/Terms to help properly file the 
documents 

-any .comments regarding the transmission 
-appropriate security dasslflcatlon, when using a secure fax machine. 

b. Transmittal cover sheets containing substantive comments are to be filed with 
related record material. Those containing Informal messages can be destroyed 
upon receipt or when no longer needed. 

5 FAM 443 ELECTRONIC MAIL (E-MAIL) 
RECORDS 

5 FAM 443.1 Principles Governing E ..Mail 
Communications 
(TL:IM-19; 1.0·30-1995) 

a. All Government employees and contractors are required by law to make and 
preserve records containing adequate and proper documentation of the 
organization, functions, policies, dedslons, procedures, and essential 
transactions of the agency (Federal Records Ad:., or "FRA," 44 u.s.c. 3101 et 
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seq). In addition, Federal regulations govern the life cyde of these records: they 
must be properly stored and preserved, available for retrieval, and subject to 
appropriate approved disposition schedules. 

b. As the Department's Information modernization program goes forward, new 
forms of electronic communications have become Increasingly available within 
the Department and between the Department and overseas posts. One 
example of the Improvements that modernization has brought Is the automatic 
electronic preservation of departmental telegrams. Employees are reminded 
that under current policy departmental telegrams should be used to convey 
policy decisions or Instructions to or from posts, to commit or request the 
commitment of resources to or from posts, or for official reporting by posts. 

c:. 	 Another Important modem Improvement Is the ease of communication now 
afforded to the Department world-wide through the use of E-mail. Employees 
are encouraged to use E-mail because It Is a cost·effldent communiCations 
tool. All employees must be aware that some of the variety of the messages 
being exchanged on E-mail are Important to the Department and must be 
preserved; suc:h messages are considered Federal records under the law. The 
following guidance is designed to help employees determine which of their E­
mail messages must be preserved as Federal records and which may be 
deleted Without further authorization because they are not Federal record 
materials. · 

5 	FAM 443.2 Which E-Mail Messages are Records 
(TL:IM-1.9; 1.0-30·1.995) 

a. E-mail messages are records when they meet the definition of records In the 
Federal Records Act. The definition states that documentary materials are 
Federal records when they: 

-are made or received by an agency under Federal law or In connection 
with public business; and 

-are preserved or are appropriate for preservation as evidence of the 
organization, functions, polldes, decisions, procedures, operations, 
or other activities of the Government, or because of the 
Informational value of the data In them. 

b. lbe Intention of this guidance Is not to require the preservation. of every E-mail 
message. Its purpose Is to direct the preservation of those messages that 
contain Information that Is necessary to ensure that departmental polldes, 
programs, and activities are adequately documented. E-mail message creators 
and redplents must decide whether a particular message Is appropriate for 
preservation In making these decisions, all personnel should exercise the 

.same judgment they use when determining whether to retain and file paper 
records. 

c. 	Under FRA regulations (36 CFR 1222.38), prindpai categories of materials, 
Including E-mail, that are to be preserved are: 

mb1ml:file:IIH:\BRecords\S FAM 440 Reccmls M~- Bleclronlc: Records.mbt 8125J2014 
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-records that document the formulation and execution of basic policies 
and decisions and the taking of necessary actions; 

-records that document Important meetings; 

-records that facilitate action by agency offidals and their successors In 
office; 

-records that make possible a proper scrutiny by the COngress or other 
duly authoriZed agendes of the Government; and 

-records that protect the financial, legal, and other rights of the 
Government and of persons directly affected by the Government's 
actions. 

d. For example, just like paper records, E-mail messages that may constitute 
Federal records lndude: 

(1) 	 E-mail providing key substantive comments on a draft action 

memorandum, If the E-mail message adds to a proper understanding of 

the formulation or execution of Department action; 


(2) 	 E-mail providing documentation of significant Department dedslons and 

commitments reached orally (person to person, by telecommunications, 

or in conference) and not otherwise documented In Department files; 


(3) 	 E-mail conveying Information of value on Important Department activities, 
e.g. data on significant programs specially complied by posts In response 
to a Department solidtatlon, If the E-mail message adds to a proper 
understanding of Department operations and responsibilities. 

5 FAM 443.3 How to Preserve E-Mail Records 
(TL:IM-19; 10-3D-1995) 

For those E-mail messages and attachments that meet the statutory definition of 
records, It Is essential to ensure that the record documentation lndude the E-mail 
message, any attachments, and essential transmission data (I.e. who sent the 
message, the addressees and any other recipients, and when It was sent). In 
addition, Information about the receipt of messages should be retained If users 
consider It necessary for adequately documenting Department actiVIties. If 
transmission and necessary receipt data Is not printed by the particular E-mail 
system, the paper copies must be annotated as necessary to lndude such data. 
Until technology allowing archival capabilities for long-term electronic storage and 
retrieval of E-mail messages Is available and Installed, those messages warranting 
preservation as records (for periods longer than current E-mail systems routinely 
maintain them) must be printed out and filed with related records. Instructions for 
printing and handling of Federal records for most of the Department's existing E­
mail systems have been prepared and will be available through bureau Executive 
Offices 

mb1ml:file:/IH:\BRecotds\S FAM 44o Records Mlmagement- Electronic Reconls.mbt 8/2S/2014 
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5 FAM 443.4 Records Management Reviews 
{TL:IM-19; 1o-3tJ..1995) 

The Department's Records Management Office (OIS/RA/RD) conducts periodic 
reviews of the records management practices both at headquarters and at 
overseas posts. These reviews ensure proper records creation, maintenance, and 
disposition by the Department. These periodic reviews now will include monitoring 
of the Implementation of the Department's E-mail policy. 

5 FAM 443.5 Points to Remember About E-Mail 
(TL:IM-1.9; .1.()-30·1.995) 

-Department E-mail sy~ms are for official use only by authorized personnel. 

-The Information In the systems Is Departmental, not personal. No expectation 

of privacy or confidentiality applies. 


-Before deleting any E-mail message, apply these guidelines to determine 

whether It meets the legal definition of a records and If so, print it. 


-Be certain the printed message kept as a recorcl contains the essential 

transmission and receipt data; If nQI:, print the data·or annotate the printed 

copy. 


-File the printed messages and essential transmission and receipt data with 

related flies of the office. 


-Messages that are not records may be deleted when no longer needed. 

-certain E-mail messages that are not Federal records may still be subject to 

pending requests and demands under the Freedom of Information Act, the 

Privacy Act, and litigation and court orders, and should be preserved until no 

longer needed for sut!" purposes. 


-Classified Information must be sent via dasslfled E-mail channels only, with the 

proper classification Identified on each document. 


-When E-mallls retained as a record, the periods of Its retention Is governed by 

records retention schedules. Under those schedules, records are kept for 

defined periods of time pending destruction or transfer to the National Archives. 


5 FAM 443.6 Future Technology 
{TL:IM-19; 10·30-1995) 

a. The Department Is actively working to develop systems that wUI enable those E­
mail messages that are official records to be preserved electronically. 

b. These regulations are In compliance with those set forth by the National 
Archives and Records Administration. 

8/2S/2014 
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c. 	The Department and all posts are requested to bring these regulations to the 
attention of all Department employees and contractors and to begin Its 
Implementation Immediately. 

5 	FAM 444 THROUGH 449 UNASSIGNED 

812512014 
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Instructions for Preserving Email of 
Departing Senior Officials 

Angustl014 

I) As part of the employee check-out process, Executive Directors and Post Management 
Officers must notifY their system administrators ofthe departure ofdesignated Senior 
Officials and direct the system administrators to replicate the Official's remaining email 
onto CDs according to the following directions. If possible ask departing Officials to delete 
truly personal emails (to/from family, friends, and other non-work related emails) from their 
inbox. sent mail and PST. folders. 

2) Note. preceding the Senior Officials' departure, at no time during their tenure in a position 
will their email account be deleted, cleared, or wiped for any reason. If, for instance, they 
reach their maximum allotted space in their mailbox. the Exeeutive Director, Post 
Management Officer, and the system administrator will work constructively with the Senior 
OffiCial to move older emails into stable and secure storage until the check-out process 
delineated in Instruction I is initiated. 

3) System administrators must disable (but NOT delete) the OpenNet. ClassNet. POEMS and 
PACE Active Directory (AD) accounts ofdeparting Officials. 

4) System administrators do NOT delete the OpenNet, ClassNet,. POEMS and PACE e11111il 
accounts ofdeparting Officials. 

5) System administrators DO hide (but not remove) names of departing Officials from GALs. 

6) System administrators DO delete the names ofdeparting OffiCials from DLs. 

7) Executive Directors, Office Directors or equivalent (Domestic Offices) or Management 
Counselors/Officers (Posts) mlist provide A/OISIIPSIRA (by OpenNet mail to Records­
DL@srate.gov) with (a) the name ofdeparted officials. (b) the designated Bureau/Post 
Records Management Coordinator, and (c) the Bureau/Post System Administrator.· After the 
information is copied to the CDs, the bureau/post must verify tbat the CDs are readable 
before sending. 

8) System administrators should create CDs for each OpenNet, ClassNet, POEMS and PACE 
email account of departed Officials. One set must be created for retirement. using the form 
08-693, to A/GISIIPSIRA for records preservation; the other is for Bureau/Post use, if 
required. See the How to Retire Records.page of the DOS Records Management infranet 
site for further guidance on retiring records using the DS-693: 
http://a.m.state.sbulsiteslgislipsiRAIPagesiRetiredRecords.aspx. 

9) System administrators must use the following .PST naming conventions: 
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a. 	 For"Mailbox" content, use the user name followed by "_MB". 
b. 	 i.e., Smith_ John H_MB. If the mailbox exceeds the capacity ofone CD. use: 

Smith_ John H_MB I for the first .PST created by the system administrator and 
Smith_ John H_MB2 for the second .PST created by the system administrator, 
ete. (System administrators can decide where/how to split the content among 
multiple COs.} 

c. 	 For existing (user created} .PSTs, aka "personal folders", (this is a misnomer used 
by Microsoft since the content is "official". not "personal"), use the user name 
followed by "_PF" i.e, Smith, John H_PF. If the existing PSTs exceed the 
capacity ofone CD, or there are multiple .PSTs, use Smith, John H_PF I for the 
fmlt .PST, Smith, John H_PF2 for the second .PST, etc. (System administrators 
can decide where/how to split the content among multiple CDs.) 

I0) 	 CD markings: 

a. 	 COs from OpenNet, POEMS and PACE should be marked "SBU" (i.e., content 
not inrended for public disclosure in accordance with 12 FAM 5400). CDs from 
ClassNet must be market "Secret" (I2 FAM 632.1-6). 

b. 	 COs must be marked with the user's name and office symbol or Post(example: 
John H. Doe,IRM/OPS/MSO). 

c. 	 CDs must be marked with the users SMTP address (example jdoe@state.gov or 
jdoe@state.sgov.gov). 

d. 	 In the event .PST exceeds one CD, the COs must include X ofY {example, I of 
3.) 

II) 	 Distributed System Administrator roles: 

a. 	 IRM will handle CD production for email accounts ofusers under IT Desktop 
Consolidation. 

b. 	 Bureau/Office system administrators will handle CD production for email 
accounts that are NOT managed under IT Desktop Consolidation. 

c. 	 Post system administrators should handle CD production for their email accounts. 
d. 	 IRM's IT Service Center (IT Service Cenrer@State.gov or (202) 647-2000) will 

be available to assist Post and Bureau system administrators with technical 
support for the .PST and CD creation process. 

12) 	 System administrators must NOT delete the soun:e mailbox or .PST files until after 
receipt ofan email confirmation from A/GISIIPS/RA and authorization to delete. 

13) 	 Technical questions relating to the CD creation can be sent to the IT Service Center on 
OpenNet at ITSo;ryiceCenter@stare.gov or on ClassNet to 
ITServiceCenq:r@state.sgov.goy or by calling 202-647-2000. Other questions cau be 
sent to AIGJSIIPSJRA on OpenNet at rccords-dl@<tete.gov or on ClassNet at 
records-dl@stale.sgoy,goy • 

NOTE: Transferring records through Direct Network Transfer is ul.w u11 twuiluble llptit~n 
for tile em<1il• nfSe11ior Qfficittl.<. For assistance, please contact record5@state.gov. 
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M 
2014 Ul ]15 
O!ltnberf7, ,2014 

Oftiee ofOrfuin: 

Ann&lBlftment.Number: 

Date of.ci\.!m~atH!tmenb 


A Message from Under Secretary for 
Management Patrick )If. Kennedy regarding State 
Departnient Records Respo~ib1litiesand Policy 

_f:.s.the.Seniqr ~geney·Offi.ciiil{SAO):'for reoords, il-lllY~sibilitj to ensm-ethatV~e~l:! 
the documentation Ofllllthat~dojn thtperformm~.~ofo"ti!' official duties, mt on!y\letause it is 
required by law and isa gtJod ~ pnlcl;iee; 1mtbecause the right thing to do. 

T!lil ~O:I'MaDa.g~llnil'Budget(O)AB) .•tmdtlre~mional_AfclliVI!saDdR.ill:ords 
Admjoistretion (NARA) have tmeently issuedjoist ~ oa m!lllllgiugell)l.ll1that.is~X>n~ 
~Dep~ent policy. 'J:his g,:WJan~ ~!!SB,J:tm:d!ldeir tQALL employees regardless Of-mnltilr 
positiQP-•iJlcludingfo!'cignServiceill!d Civil &~eerr}Ployees,(;bn~ Vt1J.en.AQttv~lly 
Employed \WAEs)employees, and LotllllrEm:ployedStaff(LES) (ll;'the l)eparlment thatwe are 
responsible for creating records necessary mli®UTI1ent our activities, in addition t<> the proper 
managemfnt end,preserv.¢ono:t'n:CO!'ds. Tlmse responsibilities~ ~licable,to all reootds ll'lllai\Qr 
received In tne C~mdlictofagency bllsine!!S, regardlessOfJlhysicai f<iiiWat or media, inclnding e· 
!.'8lli1. 

In short, as a conditiim \'If ouremp!ovment 'j'!'ith@!eUSG, emp!ovees at everv levelhave botha. 
legal responsibilitv and a business obligation to ensure,that the documentation of their official 
dupes ls captured, preserved. managed. protectlid and accessiblecin. official government 
systems, This includes ~mail. 

Through l'resi~ initiatives and iJlil:fllrth~Jead~ ofOMB ai).d 1\IA1t4.,tbis Admini$lili.oh is 
~~re:ggressiveiy ~ensure~ eapi:llm ~es~e:nn.n .do<lUm.entation Ofwlllltwe do:fQt~ves 
tmdf~ty-It's~tfQLy~tolofQWtll!IEJ.he~sppenreforommnte.nworary 
records is hUge. Tne lilit~ rec<~rds pfJ:he State I)epartfi:lellt are-most ac~sedofall J.he 
~ :rtmO!'dS arebived at.theN~4\nbives,. So, In jlontinuillg outiOI!g~ ttadititln.«' 
i"..Cord~ • ofPJ:eSenring ~-hl$to!;y -ftis~vewe leve:ag~;~newtechriologiesto ensure 
officials ani!. theJ~Ublilitoday, ~~SwelLas future genera~, \vill know Wbat we l;a:ve dolle t9 
promote OO!'fotei.gnpolleymissionwitb.its related pregrams, ~and activities. 

that~ rnih<t we ~:1 retll.indi;d ser!.lur~s and l}tber selected ertl{1layees O!fhefr 

http:f/mmsweb.a.state.gov/asp/notiees/dn_temp.asp?Notice_ID=222,()2 000138
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r~rds resptmsibilities,ll)ld proVjded' instructions fl1r preserWng the e-maiiorsenior 1:\:fficials. See 

14 STAJ'Eifi506 and 11zy AuguSt 28, 2Ql4memolandum, "Senior Offieirus' Reeerds M~ement 

R!:spons1"bjlities," Bothmeayai]ilble ont1!~Departmel]fs•Rm:ordsMananementDIIIlhsite.: 


Whi)i emp)oyees, ind~ se:riiOI:.O:fficiill$, may delere per.stmal e-rnai)S. they shoul4 be aware that 

the definition()fa~ 6-mall is ~fji111Dt0W. The 011lly ecmm llJat llrepm!!O!la! or.tlan·record 

are thosefuatdo.notl!elateto m.affelltthe tm~~~;a<ltlonofGovermnectbusirtesa l)~p~ 

employees• also r~~they :Q~ay ~withthemonly petSOnal.papms a#ll0n-record 

m~rl!Us, subject to teview~·record'! ~cen to ell.Sl.ll'l'l ~pliance ~~til. fed.llfal records laws and 

regulatioi!ll. All fedeml recordsgen~byereployees,iritludin.g~rofficirus. belongtoth~> 

~entofState. 


magditii:mto the·resJlO!lSibilityiflrP~~.OO~Wll,_"nonof'•nffielru.~~s··~fal:'l:!ll'ifls 

~pmredmemail, employees genera!ly.ShW!d not me priva;!e e-mall aeeounta{e.t:., Gmail, AOl., 

Yahoo,!@.) for~(.lialbusiness. Ii~;~Wew:r, in those wry limi-b.il;~when it.beGOmes 

~ssacy•1fJ•oo·so,·tbe em.ail messages-enveting·offit;i;l,l bnslm!ss sent fio!$1•ot recztvQ\ill. a··pe!'IIQ!lal 

~tmtmUst be mpturedlrr!d.preserved i~ ~of.the])ep~$offi()jal~no~c l'eOOtds 

'S}'stcm-S'(i.~?,SM.AR'f()f PO&'A:S), .'I11e'llest ~Yforempl~to.~ tins is to forwatd.e-l!lail 

messages•mrtnapriv~ aeni)Bntto fileir Ill!Spective State acoowt Prl~ ·email ~shouldnot 

be used elassified inf~n. 


I appre¢il!leyqur cooperatiOn in ldh~'f() this policy g\i~ Thid~ a, essential pert .ofyo\1!: 

oiflcial mpgnsibilities; .Further ~ooswill beforthcomiDg,.as wei as c!l!lifiaation ofthis 

policy in tile tAM. iilh~rlyott ha:vemy QU.e$liMs; please a(Jdress them to~Zecords~DL@stare.gov 

orvisitJ;he Department's .Records Manauement '!11fGbsile for more inftmnatiol1. M prtofthe 

Dep!tl'tment~.s records!Aanagementrespensibi!ity there .istm•·goh<g effort to promulgate~ guidanoe 

that covers s;;u:h tecbeologiesasemail,instant messaging, satial media arid ether online tool$ that 

are bi!C()ming more widelyll!led. 


Under·•~-_fot~ 

000139312712015http://mmsweb.a.state.goylasp/notic»Sidn_temp.asp?Nonce_lb=22262 
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From: SMART Archive 
Sent: 10130/2014 6:51:49 PM 
To: AU. DIPLOMATIC AND CONSULAR POSTS OOLLECTIVE; svcSMARTBTSPOP8 
Subjeet: Sta1B Department RemrdsRespemi!lllines:and Policy. 

IIIRN: 14 STATE 128Q30 
oatl!ll)TG! Oct30, 201413023Q1ZQCT 14 
Fmmr SECSTATE WASHOC 
llclllm< ALL DIPlOMATICAND CONSULAR POSTS COIJ.EC'llVEROUnNe 
e.o.: 13526 
TAGS: AINF, AMGT, ASEC 
l'assUn&: I~FOJ'l~ C0N$l!L$ 

FROM THE UIIIDERSECflETARY FO.R ~GEI!i!ENTPATRICK F. KENJJEDY 
$1a!!>·Depat!!l!ent. Reool'1.!l!:ResponsibllltieS and !'6r~cy. 

l+ As the--Senior Aqency offiCial 'SAO> fOr _:r.acords, it 
d~ 

res;ronsib:iHl:y to 
ens~re thiS:t·_ ·we mii.!ntain the· .._dQcPinefitat~on: of all,_ J;:ha"l:, we --~~ f_O_J::trtance-: 6~ 
<}U:t official duties, Mt only because ii: is reqUU:ed by law and -a iJO.Od bUsiners:S 
p-ra.c-ttce-, but ).2ec;:a:u-:Se i_s the. righ~ to _do~ ­

2, The Office of J1anagement $>nd !OI!B! and tl!e !latiqnal Arc!tivee an¢ 
RecQrds_._Adminfstration... XNAM.)- have tecen;t!-y issued ·rJ_o'itt_t guidance _on :mana9.ing 
~il ~~:t is _.cons};s:t~x(t tilth ~P~~tment::i?¢f1cy .. ~his __ 9Uid~nce. :Seri_~ii ~ -~ 
reminder to ALL empl<>yees re9ar<lles" <>£ rmJ< or J;rCSi t;ton ~- in:cludi"9" Fb~eign 
S~rvie~a att(i ~-iv_il Se·rvioe ~loye~s, cpnt·ltac:t9r:s". When- A<:tu~~y EmpiPYed f~A!sj 
employee:., aM L<X:ally Em!'Jloyed Staff (Ii£Sl ef ,t!ie llepart:men:t -- tha<: we• are 
i¢'$P,onSible tpt; -:§r:~atin9- recat~-gs riace::ssa):'y_.- tO ~cument-.-t;>Ul:' __ -.tri::tit:i_i:i~.S,:_ in :_addition 
to _t;n~ __ proper.-roa:nag~en:t _,and t>J::e~r"J'~ti~- tt:£=: rec(J_I:d$:• The!ifa r.:·e·sponsibili~i-es are 
applica._,b1e to all. res:9r:(is_.-ma4e q_r- ~•p:eiv~d :;fn th,e cond.uct of businilS's, 
regar-dless of physica-l format o1j medi.a~o. including -e-ma:il ~ 

3. In short, .as-- a:_ eondi.tion.-_ of .our ettitf-c>Vjll\Emt with. -the-, USGl -~-s at: ~e·E;c 
leVel haver both :a ~aqa~ _-rasponsibil:Ltv and' a. bus:i.ne-ss obligation _to- ahsu:re,. _that­
tha_-doguemta:t£0Ii. ·of_ the:ir: offi~al._: _duti:es-:_j;S Ca,;)t:.ureclt pi:'6serVed-, .:m:anaged, 
j:,:roteoted and---aceessible :in offi:oial. ctOV&rymen£ systems. o'Xhi.s includes--: emal..l.­
'4. :'rhr;oU9'h P.res.i-'derlj:;·i-a-1 ~itiat~~Ve'~- _and un~- .thf;, I:eaqer-ship -of OMB- and· N~, 
this Acttrtll;l;.stration. :is movi.p;g ag:gressi.vel:y to_ -~nS:\tl7~ ·'i!fe_- :O{lpt-ure· the ..~sentia-a. 
d.ocumentation of ~th-at We· do fOr· out'se'lVe's=and ·for :posteri-ty.. -:I:'t'--s iropor-cant _for­
Y~~- j:.o. know----'t:b_Sl~ _'t.h{! publ'ic apPet_ite for .;®Jt cont~mporary reco<;td!$ _ i __$ huge. Thee 
his~6rical :r~~ of the -stat_e ~artment ~re :the_ rtY?s.t ac_eessed of: all ~~e_ ~¥enc.y 
records arChived at the: .Nation~+ -1\r-ch~v-e.s. Sa, in ~on-Unt;ting ou-r lo·n-g s:ta-ndin-q 
tradition of record -~it'tg: -- of ~reserving our hi's:to:ey _... it: is, imperat-i-ve we 

Q..ASS!F!CAT!Ol\1: UNCIJ!(S$1i'lED 
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;ev:era_ge ,_ il~:w:_technolpg_i~?S tb :ertsiir~ .:Qf;fi?ial·s an?:-_ t:.h~ p~li:C=-: t:oday, as we"ll ~s 
-£,U~ur~:- gene,t;_~t:ions, -will }GloW ~?~-t w~ hay~_- don-:-: ·t:o. pr<:Jm6:tie oo.:r fotei91l: policy 
mission. with' ,it:s-: r<§.latect._prograln~-1 operat;tpns and act'ivi;ti-e:s. 

5-~ Wj;th tM~--- ·ii}- 'l't\in<i1 W6 rSqen'tly.. ~~::ind€d !:,nio_r of-f!cials- .:~n-d otb~fr- -:selected 
employees of tlleir -.records :re~pon:sibi~i_;ties;,-~_,_and pr~.ntide1j ,i:tl_at:~cf_iohs' fp:c_ 
preser:-ving the-: e-mAil-_,_-of sen).or _of£:it:i:S:b ~ see :1_~ _STATE 11~506 .and_ my AUgust__ 2_8, 
2014· ·m:emo~ndum,- "senior Of:fi.claLs.-' Records :·'-Ma_n~gement :Respphsibili,ties. " Bo-th 
are_ ;~vail~ble on t:h~::- R!@artnrmt ..' s ,'~dS" ,·,K:Vte'insnrt- 'f'l2s1 n;~:· 

6:. ___ .Whil:~:'-etnJ?1oyees~: :inclu~in<; _s.eJlic>r ofti?ial~-7 rtiay-}~eh:!ttzf p~:rso~l.,e_:~ails, _they 
·should be aware th~t the -.def;lrnition: ()f -a: -pe1:_sonal ~_ii is very _n~riqw .: The: only 
e~!na;ils tha.t- a;xre: :pers·oncrl _-or -n-on""'reco-rd ·.are tho-se· thaJ::-- do- not: .-:relate t-o or- affect­
the tr~nsact·;i;on qiF ;Gover~~p- J::m'S.tn;eSs • ,Qei?i¢ti.ng -tamplbye_es- ·<ll;e _alsO ·re~inded 
they-_ ~y take··. ~_ith :them onl?:!_- ~e:z::sonal :_paper~-_anrl:_ -~~-re=co:rd_:-m?:teriaJ.s, sJ.lbj__eet -'to 
·rev~ew_--b:Y: records O#ii~c~rs to: ~!lsu:re c_otnpli;a;tte~- -W;;itli :fGdera_l .roootd#i> laws. -and:. 
l!'.ag.t.I~i;pn-s> All federal reco-rds generated by .employeesr inclu&.n:g senior 
i>fficial~, belong to the D!llpa'rt;ri(ent of S'!;;!!;e. 

7. In addHf<m to the r!>~<>!!Sibility J;i>r J?re,s~rvinq tlili! documentation of oU:iciii<l 

acti'Vi1:i<>S ir.,of~ as it is ;:a,ptur~d ;in email, emplO!fl!l$$ qenerally should not' use 

fl-~ivatfi e-mai1:_aee®n_~s. ($:~~~:;-..~, Qniail, -f\OL, Yi;~~o9:t ~~y:.l for- -,offiCi:al busiil$_tre.:'~ 

How_~Y~£) _in tho~~--_ve:ry _l.imitM _ci~~umstartce·s. when it:_ :bec~es:, llecfa__s_s_ar¥ to_;,_: do -:t$0, 

the E\lnSll. messages Ce>Vering o,f~icia:): l:msjcJl!!SS sent f~ q>: >:eceived .ill a personal 

ae<:<:~unt mu~t be ;:a,pt!,tred.. lind prs1!E!:r:ved . in one of the Department. •.s . offfueial 

electronie r~ccrds .systeji\i> {Le., ~T or J?Q]!MS) ., ..· 1)1e b~st .l"'ll fpt: employel!ls. t" 

ensure this is t" forward e--ro<ti.l messages f~om a private account t.;> tne:i;): 

resp¢:cf;-i ve sta-t~ -.-account. -~Xlvat~- em·aJ.-1. accounts ~uld not, l>e use'd fpr 

clus:LJlied. infctmati.on. 


8. I awreciate yonr cooperation in adll¢:1."11 this. poli.cy !IJ.tl.~c•· .Th!~t b an 
~S;Sential ~t {)£ _your o_ffl.cial -~spons_Thi.IiM.es:~ ___Ftri::th-s:r instru~tl..artS:' _wil~. he 
forthcoming, as well a" eomficati<:>n o~ thiS, policy in A:he FAM. Sholll.d you have 
~Y __ :~u~stions< __P~~~se, a:_r;ldr~~~ ___thent.: to::.:_~~c~>r?s~NA1s tB t ~,-, ,.-n~1.::_ ~r -visit. the 
ryer;p:t1¢'1JJ/'D ii5Ge:Jds. ~r:aq:~t!¥9$ JMbslf# -:fo-r mo;:~. informa:tiq:,n_~ A_$_ o·f· .thE!;: 
~~t.m~~.. s-: records_ rrr;;mag~t re~ponsib:i.l,ity: there. ~-a _an on-qt)i?~ e;C~;c-~ _to 
p_romulqate- guidancT'- 'that- -cOvers_ sue.~. teb~logias ~s--e,mai:l~ ·iJlstiah:t ~-:~_saqin~~ 
social medi-a--:-and· O:the:r onL-ine ·w_ols .that ar:ce -becoming more, .widely usee-:. 

jiignature; 

DmftedB~: AIGIS::MPGRAFaD 
C!ea.i>lll l!jl: A:JSARR.AIGIS:MPGRAFEW i\IGISIIPSACTING'JHA(;KSl'r 

AJGIS/IPSIRA'WFIS(;I!ER ll!IPJ<I:ATEPUTZ H:CDINAL AFIE){:MT.I\lltER.STONE 
DSiSI:DREIDEAP/EX:KSTANTON 
EUR-IOIEX:JARJ;lJN L:RVfSEK R$..SCA!El(:PHOFFM/W+ 
WHA!EX:APAN AIEX:JSEGARMO MO:DWHITIEN S/E&Q MTOUSSAINT 
WASHDC\,Ii!Jeft>E 

Approv!if~By: WI<AUSTI~GUSON 

Released I¥ IRM_OPS_MSQj;larero, Edu<lti!O 

llls$emination Rufl!; 
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UNDER SECRETARY OF STATE 


FOR MANAGEMENT 


WASHINGTON 


•mv 1 2. ~.. 
··r t'Urq.rM: 

Dear l\~ls: 
/ . 

TI1e Department of State has a longstanding and continuing commitment to 
preserving the history of U.S. diplomacy, established in authorities under the 
Federal Records Act of 1950. 1 am writing to you, the representative of Secretary 
of State Hillary Clinton, as well as to representatives ofother former Secretaries 
(principals), to request your assistance in further meeting this requirement 

The Federal Records Act of 1950, as amended, 44 U.S.C. chapters 29, 31 
and 33, seeks to ensure the preservation ofan authoritative record of official 
correspondence, communications, and documentation. Last year, in Bulletin 2013­
03, the National Archives and Records Administration (NARA) clarified records 
management responsibilities regarding the use ofpersonal email acc.ounts for 
official government business. NARA recommended that agencies refer to its 
guidance when advising incoming ;md departing agency employees about their 
records management responsibilities. This bulletin was followed by additional 
NARA guidance on managing email issued on September 15,2014. See enclosed. 

We recognize that some period oftime has passed since your principal 
served as Secretary of State and that the NARA guidance post-dates that service. 
Nevertheless, we bring the NARA guidance to your attention in order to ensure 
that the Department's records are as complete as possible. Accordingly, we ask 
that should your principal or his or her authorized representative be aware or 
become aware in the future ofa federal record, such as an email sent or received on 
a personal email account while serving as Secretary ofState, that a copy of this 
record be made available to the Department. In this regard, please note that 
diverse Department records are subject to various disposition schedules, with most 

Enclosures - 3 

Ms. Cheryl Mills, 
1361 Locus Road NW, 

Washington. DC 20012. 
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Secretary ofState records retained permanently. W c ask that a record be provided 
to the Department ifthere is reason to believe that it may not otheiWise be 
preserved in the Department's recordkeeping system. 

The Department is willing to provide assistance to you in this eff{)rt. ln the 
meantime, should you have any questions regarding this request, please do not 
hesitate to contact William Fischer; A/GISIIPSIRA,-Agency Records Officer, at 
(202) 261-8369. 

We greatly appreciate your consideration ofand assistance with this matter. 

Sincerely, 

a;;::nnedy 
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UNDERSECRETARY OF STATE 


FOR MANAGEMENT 


WASHINGTON 


DearM~ 
/ 

The Department of State has a longstanding and continuing commitment to 
preserving the history of U.S. diplomacy, established in authorities under the 
Federal Records Act of 1950. I am writing to you, the representative of Secretary 
of State Colin Powell, as well as to representatives ofother former Secretaries 
(principals), to request your assistance in further meeting this requirement. 

The Federal Records Act of 1950, as amended, 44 U.S.C. chapters 29, 31 
and 33, seeks to ensure the preservation ofan authoritative record ofofficial 
correspondence, communications, and documentation. Last year, in Bulletin 20/3­
03. the National Archives and Records Administration (NARA) clarified records 
management responsibilities regarding the use of personal email accounts for 
official govemment business. NARA recommended that agencies refer to its 
guidance when advising incoming and departing agency employees about their 
records management responsibilities. "This bulletin was followed by additional 
NARA guidance on managing email issued on September 15, 2014. See enclosed. 

\Vc recognize that some period of time has passed since your principal 
served as Secretary of State and that the NARA guidance post-dates that service. 
No::vcrtheless, we bring the NARA guidance to your attention in order to ensure 
that the Department's records are as complete as possible. Accordingly, we ask 
that should your principal or his or her authorized representative be aware or 
become aware in the future of a federal record, such as an email sent or received on 
a personal email account while serving as Secretary of State, that a copy ofthis 
record be made available to the Department. In this regard, please note that 
diverse Department records are subject to various disposition schedules, with most 

Enclosures- 3 

Ms. Peggy Cifi·ino, 
Principal Assistant to General Colin Powell, 

909 North Washington Street., Suite 700, 
Alexandria, Virginia 22314. 
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Secretary of State records retained permanently .. We ask that a record be provided 
to the Department ifthere is reason to believe that it may not otherwise be 
preserved in the Department's recordkeeping system. 

The Department is willing to provide assistance to you in this effort. In the 
meantime, should you have any questions regarding this request, please do not 
hesitate to contact William Fischer, A/GISIIPS/RA, Agency Records Officer, at 
(202) 261-8369. 

We greatly appreciate your consideration of and assistance with.this matter. 

Sincerely, 

((~
Patrick F. Kennedy 
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UNDER SECRETARY OF STATE 

FOR MANAGEMENT 

WASHINGTON 

~ OCT 28 2014 


Dear/~er:· 


The Department of State has a longstanding and continuing commitment to 
preserving rhe histOI)' of U.S. diplomacy, established in authorities under the 
Federal Records Act of !950. I am w1iting to you, the representative ofSecretary 
ofState Condoleezza Rice, as well as to representatives ofother former Secretaries 
(principals), to request your assistance in further meeting this requirement. 

. The Federal Records Act of 1950, as amended, 44 U.S.C. chapters 29,31 
and33, seeks ro ensure the preservation ofan authoritative record ofoffiCial 
correspondence, communications, and documentation. Last year, in Bulletin20 /3­
03, the National Archives and Records Administration (NARA) clarified records 
management responsibilities regarding the use ofpersonal email accounts for 
official govemment business. NARA recommended that agencies· refer to its 
guidance when advising incoming and departing agency employees about their 
records management responsibilities. This bulletin was followed by additional 
NARA guidance on managing email ·issued on September 15, 2014. See enclosed. 

We recognize that some period of time has passed since your principal 
served as Secretary of State aitd that the NARA guidance post-dates that service. 
Ncvclthcless, we bring the NARA guidance to your attention in order to ensure 
that the Departmem's records are as complete as possible. Accordingly, we ask 
that should your principal or his or her authorized representative be aware or 
become aware in the f·lnure ofa federal record, such as an email sent or received on 
a personal email account while serving as Secretary of State, that a copy of this 
record be made available to rhe Department. In this regard, please note that 
diverse Department records are subject to various disposition schedules, with most 

Enclosures - 3 

Mr. John B. Bellinger !If, 
Arnold & Porter LLP, 

555 Twelfth Street, NW, 
Washington, DC 20004-1206. 
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Secretary ofState records retained pennanently. We ask that a record be provided 
to the Department ifthere is reason to believe that it may not otherwise be 
preserved in the Depm1ment's recordkeeping system. 

The Department is willing to provide assistance to you in this effort. In the 
meantime, should_you have any questions regarding this request, please do not 
hesitate to contact William Fischer, NGIS/IPS/R,t\,Agency Records Officer, at 
(202) 261-8369. 

We greatly appreciate your consideration ofand assistance with this matter. 

Sincerely, 

q~ 
Patrick F. Kennedy 
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UNDER SECRETARY OF STATE 

FOR MANAGEMENT 

WASHINGTON 

NOV 12 $4 

Dear Ms. Stewart: 

The Department of State has a longstanding and continuing commitment to 
preserving the history of U.S. diplomacy, established in authorities under the 
Fedeml Records Act.of 1950. I am writing to you, the representative ofSecretary 
of State Madeleine K. Albright, as well as to representatives ofother Jbrrner 
Secretaries (principals), to request your assistance in further meeting this 
requirement. 

The Federal Records Act of 1950, as amended, 44 U.S.C. chapters 29, 31 
and 33, seeks to ensure the preservation ofan authoritative record ofofficial 
correspondence, communications, and documentation. Last year, in Bulletin 20 I 3­
03, the National Archives and Records Adminismitlon (NARA) clarified records 
management responsibilities regarding $e use ofpersonal email accounts for 
official government business. NARA recommended that agencies refer to its 
guidance when advising incoming and departing agency employees about their 
records management responsibilities. This bulletin was followed by additional 
NARA guidance on managing email issued on September 15, 2014. See enclosed. 

We recognize that some period oftime has passed since your principal 
served as Secretary of State and that the NARA guidance post-dates that service. 
Nevertheless, we bring the NARA guidance to your attention in order LO ensure 
ihat the Department's records are as complete as possible. Accordingly, we ask 
that should your principal or his or her authorized representative be aware or 
become aware in the future ofa federal record, such as an email sent or received on 
a personal email account while serving as Secretary of State, that a copy of this 
record be made available to the Department. In this regard, please note that 
diverse Department records are subject to various disposition schedules, with most 

Enclosures - 3 

Ms. Jan Stcwat1, 
Albright Stonebridge Group, 

1101 New York Avenue NW, Suite 900, 
Washington, DC 20005. 
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Secretary ofState records retained pennanently. We ask that a record be provided 
to the Department if there is reason to believe that it may not otherwise be 
preserved in the Department's recordkeeping system. 

The Department is willing to provide assistance to you in this effort. In the 
meantime, should you have any questions regarding this request, please do not 
hesitate to contact William Fischer, NGISIIPS/RA, Agency Records Officer, at 
(202) 261-8369. 

We greatly appreciate your consideration ofand assistance with this matter. 
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THE SECflETABVOFST~TE 


WASHINGtbM 


The HMorat\le 
Ml\ll25 2015Steve A. Linick 

Inspector General 
Deplirt!n.ent ofState 
Washington, I)C 20520 

Dear Inspector Genel;'a! Liniek: 

It.is cnticalfottbe StateD~!!rtment to ptesel"Ve ~full and complete reeord. ofAmerioan foteign 
_wlicy, consistent with federal .laws and regulations. ItJs ll!so impl)!"l"arlt for the AmllriCllll pul>Jjc 
to have aceess to that record.. The D~'PartmentofSta.te is commirtedto these interrelated 
principles ofpteserva®il and transpar«tcy. 

Par sevetcal. y~, theDepartmelltl:Jas been engaged inan effort to update its.approach tua:ecords 
lllaiUigementmline with!gui(Umeefrorn the NationaiArchives·and ~eeord$ At.h:nlnistmtioo 
{NARA) .. These are impOrtimtinitiatives: We mustadaptoursystems and polfcies to keep paee 
with clulnges in technology sttd· the way ompersonnel work. At the same time, theJ)epattment 
is.focused on ftnprovingthew!l.Y we searc::n .fur lill14l produce d(lenmen~s in respouse to rAAUests, 
whether through !he Freedom efinformation Act, lnq).lides from' Congress, .or li.OOeSl> granted to 
llistodans and ~bersc 

Iampleased !he Department has made strides to Jlf')l!HOte b~th preservati!}n and ~cy. 
We !ll"e working to improve and upgrade our capabilities. We are updating our techllpJOgies, 
hnproving lll!d clarifying our trai!ling, and hfring additional people tl) workon these issues, }\nd 
weare doing so with an eye rowards meeting presentobl.igatlonssttd anticipatingthedemiutds of 
thefutore. · 

Ofcourse, there is s1i1l work to d(). For~arnple, tl:te Department currently taces a si:mible 
F~edom ofli:tfQrmation,A.c~:burden,..-over 18,00Qrequestsper ye~t places a~gnifiqant 
sl.rtl.i:n on e;dstlngresonre~ and reqUires ]J'etllOnnel to take time away from their W()J:k t() further 
U.S: Joreig11 pl)liey. Although we' me w()rki!lg to addfess tli.e challenge; lam aware oftecent 
reportS that: weare notlheroyetwithrespect ttl the FOJ.A. We are also facing challenges 
regarding our integration ofmcordkeeping technol()gies and the use ofnon-government systems 
by some Depar'unentperoonnel to conductoffiCial business. 

It iselear that putting the prinCiples ofpreserVation and tomspareucy into practice is an evolvjng 
challtmge, often hampered by resource constraints. The Deparhnent is working to impl'OVt), but I 
alsO know we can and must incteat~ebur E!ffortS. To that end, l.am teq!lesting tbl\1: YQnf office 
urideftake a review ofour efforts todate, and to recommend concrete wnyswe can improve. The 
Departmentwill benefit from your review,.whlch will reittforcel!fid augment tbeeifort$ already 
llllderwayc 
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Several of the questions that have been brought to our attention are set forth below for your 
consideration. I welcome your insights on these and related matters: 

• 	 How are changes in technology and the way Department personnel work challenging 
existing preservation and transparency technologies and policies, especially with respect 
to email? Does the Department have the resources and tools it needs to meet NARA 
guidance on preservation and the concomitant resources to meet its obligations to 
disclose information pursuant to FOIA and other requests? 

• 	 What unique challenges are posed by the Department's global presence, spanning more 
than 280 overseas posts, with respect to meeting its preservation and transparency goals? 

• 	 How can the Department improve and streamline individual employees' efforts to 
preserve appropriate documents; both during their tenure and upon their departure? Are 
current training and instructions on preservation and responding to requests adequate and 
easy to follow? 

• 	 How can the Department improve its tools and methods for complying with the FOIA 
and other requests to search for and produce documents from both current and former 
employees? 

• 	 Congressional investigations and requests from multiple Committees have greatly 
increased, and the Department has had difficulty responding in a timely way. While new 
technology is being tested, what further steps can be taken to respond more effectively to 
Congressional inquiries, and what funding is necessary to accomplish this goal? 

• 	 Are bureaus within the Department currently engaged in an integrated approach to these 
challenges? Are there ways to improve the synergy between, for example, IRM, A 
Bureau, the Executive Secretariat, and regional and functional bureaus? 

• 	 Would the Department benefit from outside expertise on an integrated approach to 
document management, preservation, and transparency? Ifso, what expertise is 
required? Are there specific models or technologies the Department should consider? 

• 	 What resource constraints are inhibiting the Department's goals with respect to document 
management, preservation, and transparency? 

The Department is already engaged on these and other challenges associated with meeting its 
preservation and transparency obligations. Again, I recognize the work that has already been 
done. But I also request your help in ensuring that the Department is doing everything it can to 
improve. I welcome your findings and commit the Department to cooperating fully with your 
review. Because ofthe importance ofthese issues, I ask you to consider an expedited review of 
these issues. 

Thank you for your consideration of my request, and for your shared commitment to furthering 
the public interest. 
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lfiA HAND DELIVERY 

The Honorabl.e Patrick f. Kennedy 
UnderSecretary ofSta~e fur Management 
u.s. Department of state 
2201CStreet,. N;W, 
Wastlln9ton1 DC2tl520 

Decembers, 2014 

PearUm;lerBecr~ry Kennedy: 

Response Letter.pdf 

cdmillsGroup 
eit!f;/eavors that matter 

ram writing .In respdhse to yourtequest for asslst,ahce in helpll'lg tile 
Department meet.lts requirements und'erthe PelferaL~corj:ls Act 

Like SecretarlesQf State bt;{ore her,.secreta!J§Ciintoh.at times useaher 
own tl~ct[o.]'\fc malt ac¢oL!nt when.engag!ngwlth .other bfficlals•. on 
m(jttets pertalningtp the conductof.govern!Jlen~·buslness, It w<!s her 
practice to use the officil:lls' gov:ernml!lnt electronjc mall accounts~ ·· 
Accordingly, to the exterit the t:)ep<~•Ynent retafn!; records of!ilovernment 
electronic mall accounts, it alreatly {')as. reoords of her electrnnlc mall 
during .her tenure preserve¢ ~ithin .theDepartment'lvrecordkeeping 
systems. 

Ol.lt ofan abundalice of caution though and to assist the Department, the 
Secretary's electronit:rngil hasJ?een revleweEJ. Please find enClosed those 
electronic mails we believe respond t(;! yovr r<:iqU!3st. Given the volume of 
electronic malls being . provh;led, plt;a~e ryota the~materials inevitably 
include electl1lnic mail that q'te not federal, anti'in r;pme cases gre 
~rsbnal, records whicl'l we request be handled attordingly. 
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NATIONAL 
ARCHIVES 

ARCHIVIST <{II~<· 


UNITED STATES 


DAVIDS. Ff:RRIERO 
r 202.357.5~00 
r 202.357.590 I 

VIA EMAIL TRANSMISSION 

23 March 2015 

Daniel Epstein, Executive Director 

cause of Action 

Patrice McDermott, Executive Director 

OpenTheGovemmentorg 

By Email 


Dear Mr. Epstein and Ms. McDermott: 

Thank you for the letter of March 17, 2015, from you and your fellow organizations. I 
welcome your perspective. NARA is committed to ensuring that all agencies properly 
manage federal records. As you are likely aware, the National Archives and Records 
Administration wrote a letter earlier this month requesting that the Department of State 
provide us with a report on this matter in accordance with our statutory and regulatory 
authority. (A copy of the letter is attached.) We are awaiting a response from the 
State Department and will work with them to address these records management 
issues. 

Sincerely, 

~).~ 
DAVIDS. FERRIERO 
Archivist of the United States 

NATIONAL /\RCHI\'fS ;!1:1/ 

!~(CORDS :\OMINISTRAT:ON 

700 PENNSYLVANIA 1\\'ENlH. N\\' 

WASI·IJNGTON. DC 20·JOS·0•:101 
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N1\TlONAL 
t\RCHIVES 

MAR 0 3 2015 

Margaret P. Grafeld 
Deputy Assistant Secretary for Global Information Services 

Bureau ofAdministration 

U.S. Department ofState 

SA-2, Suite 8000 

515 22nd Street, NW 

Washington, DC 20522-0208 


Dear Ms. Grafeld: 

The National Archives and Records ·Administration (NARA) is concerned with the events 
outlined in the March 2, 2015, New York Times article by MichaelS. Schmidt regarding the 
potential alienation of Federal email records created or received by former Secretary ofState 
Hillary Rodham Clinton. The article also suggests potential issues with the Federal email records 
created or received by former Secretaries of State dating back to Secretary Madeleine K. 
Albright. · 

Based on this article and other news reports, NARA is concerned that Federal records may have 
been alienated from the Department of State's official recordkeeping systems. 

Pursuant to your Department's responsibilities under 44 U.S.C. Chapter 31 and NARA's 
authorities in 44 U.S.C. Chapter 29, we request that the Department of State explore this matter 
and provide NARA a report ofhow these records were managed and the current status ofthese 
records. 

We request that you provide us with a report as required and described in 36 CFR 1230.14 within 
30 days ofthe date of this letter. 

IfFederal records have been alienated, please describe all measures the Department has taken, or 
expects to take, to retrieve the alienated records. Please also include a description ofall 
safeguards established to prevent records alienation incidents from happening in the future. 
Please also provide NARA all guidance and directives disseminated within the Department that 
address the management ofemail records, including those records created using personal email 
accounts. 

>: ,\ ~ ; • -, :-.,: _., i ,, ' ; ! : ·, I • .; 1..: 
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Ifyou are unable to provide a report within 30 days, please provide us with an interim report 
indicating what actions you have taken and when you expect to submit a final report. 

Thank you for your cooperation. 

Sincerely, 

~;?)'~: :tV~ 
PAUL M. WESTER, JR. • 
Chief Records Officer 
for the U.S. Government 

cc: 	 Ambassador Patrick F. Kennedy 
Under Secretary for Management 
Senior Agency Official for Records Management 
U.S. Department of State 

Washington, DC 20520 
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